Chapter 9 - Institutions: Protecting Personnel and Ensuring Continuity of Operations

Individuals and Families

The critical role of individuals and families in controlling a pandemic cannot be overstated. The success
or failure of infection control measures is ultimately dependent upon the acts of individuals -- practicing
hand hygiene, cough etiquette, remaining home if ill or if a household member is ill, and complying with
social distancing measures (see Individual, Family, and Community Response to Pandemic Influenza
between Chapters 5 and 6). The collective response of all Americans will be crucial in mitigating the
health, social, and economic impacts of a pandemic. A checklist of specific activities individuals and
families can do now to prepare for a pandemic is included in Appendix A and is available at
www.pandemicflu.gov.

Actions and Expectations
9.1. Pillar One: Preparedness and Communication

We must ensure preparedness, and the communication of roles and responsibilities for all levels
of government and segments of societies including all Federal, State, local, and tribal govern-
mental departments and agencies; private sector businesses and institutions; critical
infrastructure entities; public and private schools and universities; and individuals and families.

a. Planning for a Pandemic

9.1.1.  Develop Federal implementation plans to include all components of the Federal
Government and to address the full range of consequences of a pandemic, including
human and animal health, security, transportation, economic, trade, and infrastruc-
ture considerations.

9.1.1.1. DHS, in coordination with HHS, DOD, and DOL, shall provide pandemic
influenza COOP guidance to the Federal departments and agencies within 6
months. Measure of performance: COOP planning and personnel protection
guidance provided to all departments for use, as necessary, in updating depart-
mental pandemic influenza response plans.

9.1.1.2. The Office of Personnel Management (OPM), in coordination with DHS, HHS,
DOD, and DOL, shall provide guidance to the Federal departments and agencies
on human capital management and COOP planning criteria related to pandemic
influenza, within 3 months. Measure of performance: guidance provided to all
departments for use, as necessary, in adjusting departmental COOP plans related
to pandemic influenza.

9.1.1.3. OPM,, in coordination with DHS, HHS, DOD, and DOL, shall update the guides
Telework: A Management Priority, A Guide for Managers, Supervisors, and
Telework Coordinators; Telework 101 for Managers: Making Telework Work for
You; and, Telework 101 for Employees: Making Telework Work for You, to provide
guidance to Federal departments regarding workplace options during a
pandemic, within 3 months. Measure of performance: updated telework guid-
ance provided to all departments for use, as necessary, in updating departmental
COOP plans related to pandemic influenza.
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9.1.2. Continue to work with States, localities, and tribal entities to integrate non-health
sectors, including the private sector and critical infrastructure entities, in these plan-
ning efforts.

9.1.2.1.

9.1.2.2.

DHS, in coordination with Sector-Specific Agencies, critical infrastructure
owners and operators, and States, localities and tribal entities, shall develop
sector-specific planning guidelines focused on sector-specific requirements and
cross-sector dependencies, within 6 months. Measure of performance: planning
guidelines developed for each sector.

DHS, in coordination with States, localities and tribal entities, shall support
private sector preparedness with education, exercise, training, and information
sharing outreach programs, within 6 months. Measure of performance:
preparedness exercises established with private sector partners in all States and
U.S. territories.

b. Communicating Expectations and Responsibilities

9.1.3.  Provide guidance to the private sector and critical infrastructure entities on their role
in the pandemic response, and considerations necessary to maintain essential services
and operations despite significant and sustained worker absenteeism.

9.1.3.1.

9.1.3.2.

DHS, in coordination with all the Sector-Specific Agencies, shall conduct
forums, conferences, and exercises with key critical infrastructure private sector
entities and international partners to identify essential functions and critical
planning, response and mitigation needs within and across sectors, and validate
planning guidelines, within 6 months. Measure of performance: planning
guidelines validated by collaborative exercises that test essential functions and
critical planning, response, and mitigation needs.

DHS, in coordination with all the Sector-Specific Agencies, shall develop and
coordinate guidance regarding business continuity planning and preparedness
with the owners/operators of critical infrastructure and develop a Critical
Infrastructure Influenza Pandemic Preparedness, Response, and Recovery Guide
tailored to national goals and capabilities and to the specific needs identified by
the private sector, within 6 months. Measure of performance: Critical
Infrastructure Influenza Pandemic Preparedness, Response, and Recovery Guide
developed and published on www.pandemicflu.gov.

9.1.4.  Provide guidance to individuals on infection control behaviors they should adopt pre-
pandemic, and the specific actions they will need to take during a severe influenza
season or pandemic, such as self-isolation and protection of others if they themselves
contract influenza.

9.1.4.1.

9.1.4.1. HHS, in coordination with DHS, DOL, OPM, Department of Education,
VA, and DOD, shall develop sector-specific infection control guidance to protect
personnel, governmental and public entities, private sector businesses, and CBOs
and FBOs, within 6 months. Measure of performance: sector-specific guidance

and checklists developed and disseminated on www.pandemicflu.gov.
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9.1.4.2.

HHS, in coordination with DHS, DOL, EPA, Department of Education, VA, and
DOD, shall develop interim guidance regarding environmental management and
cleaning practices including the handling of potentially contaminated waste
material, within 3 months, and revise as additional data becomes available.
Measure of performance: development and publication of guidance and check-
lists on www.pandemicflu.gov and dissemination through other channels.

9.3. Pillar Three: Response and Containment

We recognize that a virus with pandemic potential anywhere represents a risk to populations
everywhere. Once health authorities signal that sustained and efficient human-to-human spread
of the virus has occurred, a cascade of response mechanisms will be initiated, from the site of the
documented transmission to locations around the globe. This response must ensure that critical
infrastructure, essential services, and the economy are sustained.

a. Sustaining Infrastructure, Essential Services, and the Economy

9.3.1.  Encourage the development of coordination mechanisms across American industries
to support the above activities during a pandemic.

9.3.1.1.

9.3.1.2.

DHS shall map and model critical infrastructure interdependencies across and
within sectors to share critical information with sectors and identify national
challenges during a pandemic, within 6 months. Measure of performance: crit-
ical infrastructure modeling capability established and mapping of critical
infrastructure interdependencies completed.

DHS shall develop and operate a national-level monitoring and information-
sharing system for core essential services to provide status updates to critical
infrastructure dependent on these essential services, and aid in sharing real-time
impact information, monitoring actions, and prioritizing national support
efforts for preparedness, response, and recovery of critical infrastructure sectors
within 12 months. Measure of performance: national-level critical infrastruc-
ture monitoring and information-sharing system established and operational.

9.3.2.  Provide guidance to activate contingency plans to ensure that personnel are protected,
that the delivery of essential goods and services is maintained, and that sectors remain
functional despite significant and sustained worker absenteeism.

9.3.2.1.

DHS shall coordinate Federal, State, local, and tribal actions/options/capability
requirements (legislative and regulatory additions/changes and waivers,
personnel and material resources, and financial) to develop and implement
tailored support packages to address critical infrastructure systems and essential
operational requirements at each phase of the pandemic: planning, prepared-
ness, response, mitigation, and recovery. Measure of performance: support
packages ensure essential functions of all critical infrastructure sectors sustained
during a pandemic.
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