
Electronic health records are an evolution to the Healthcare sys-

tem worldwide. Information is available at your finger tips at all 

times, which is very convenient to the average user. The con-

venience disappears to these “average” users when their personal, confiden-

tial incorporation is compromised, causing detrimental harm to their identity 

and safety. But this security risk assessment of an HER does not currently 

fall on the software companies, but the practices themselves. This is unac-

ceptable and HER companies should be integrating security into their heavily 

used software systems.  

In the modern age of Healthcare Technology, there are vast chang-

es in patient records. In the 1960s, the first use of EHRs (Electronic Health 

Records) was implemented in the Mayo Clinic of Rochester, Minnesota. 

(Earl) However, EHRs continue to enhance at a rapid rate and are becoming 

one of the fastest growing industries worldwide. The problem that arises with 

keeping confidential patient information on the cloud or servers is the access 

to hackers looking to steal information for misuse and causing detrimental 

harm to patients’ privacy. Thus, HIMSS (Healthcare Information and Manage-

ment Systems Society) has continued to put rules and regulations into effect 

across the board of EHR systems. The issue is that these security measures 

do not fall on to the EHR system software creators but the medical practices 

themselves. (Health IT) But who in these practices or hospitals are going to 

regulate these significant measures? Many do not know that there is a soft-

ware on the market today what will handle these tedious adjustments for the 

safety of the businesses and patients. Software companies like HIPAA One 

will do just that. (HIPAA One) These small companies will work with your cur-

rent EHRs in compliance with the federally regulated HIPAA laws to ensure 

practices and hospitals alike are providing safety of patient information by us-

ing security risk assessment tools. However, numerous users of electronic 

health records do not use these critical tools because there are not well 

known. I have observed many EHR systems, leading me to believe the im-

portance of an EHR software that will integrate HIPAA compliant technology 

without a middle man such as HIPAA One; putting this responsibility on soft-

ware designers instead of practices.  

The HIPAA Security Rule’s Administrative Safeguards focus on your organiza-

tion’s internal security measures, ensuring you create a durable security foun-

dation to best protect your patients’ information. According to the rule, there are 

ten subsets of Administrative safeguards that covered entities need to be 

aware of: 

 Security Management Process (45 CFR 164.308(a)(1)(i)) 

 Security Risk Analysis (45 CFR 164.308(a)(1)(ii)(A)) 

 Assigned Security Responsibility (45 CFR 164.308(a)(2)) 

 Workforce Security (45 CFR 164.308(a)(3)(i)) 

 Information Access Management (45 CFR 164.308(a)(4)(ii)(A)) 

 Security Incident Procedures (45 CFR 164.308(a)(6)) 

 Security Awareness Training (45 CFR 164.308(a)(5)(i)) 

 Contingency Plan (45 CFR 164.308(a)(7)(i)) 

 Protection from Malicious Software (45 CFR 164.308(a)(5)(ii)(B)) 
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