
V.  Ethics 

A. Liability Associated with Drafting Legal Documents 

One of the major ethical issues with drafting legal documents is that any materials drafted 

by non-lawyers, including paralegals, must be reviewed and approved by a lawyer before being 

distributed beyond the confines of the law firm.  This can prove difficult in a busy office where 

everyone is overwhelmed.  There may be a tendency to overlook the review and approval step, 

particularly if the matter is simple or requires just tweaking a long-standing template or form.  

However, this temptation must be resisted.  Such as situation can have legal liability 

implications, because a poorly drafted document can result in a malpractice action from an 

unhappy client.  There are ethical implications as well, which could subject the lawyer to 

disciplinary action.  

As discussed below, under the ABA Model Rules of Professional Conduct 5.1, 5.2 and 

5.3 (adopted in whole or in part by most states), the attorney is responsible for supervising 

personnel who report to him/her, including more junior attorneys and associates, law clerks, 

paralegals, law librarians, file room staff and secretaries, to name but a few, as well as anyone 

outside the law firm who is working on a client matter or who may have access to confidential 

client information.    Moreover, a paralegal or legal assistant who goes beyond the definition of 

what duties are allowed and what the role is intended to be risks a charge of the unauthorized 

practice of law.  (See the NALA Code of Ethics and Professional Responsibility, Canon 1, 

Canon 2, Canon 3 and Canon 5, the NFPA Model Code of Ethics and Professional 

Responsibility and Guidelines for Enforcement, 1.7 and especially 1.8, and the Indiana Paralegal 

Association Code of Ethics and Professional Responsibility and Rules for Enforcement, Canon 8 



and especially Canon 9).   The unauthorized practice of law is a crime (misdemeanor, gross 

misdemeanor or felony – check your state’s statutes for details).   

 Another issue with drafting legal documents which could have legal (malpractice) and 

ethical (disciplinary) consequences is metadata.  Metadata is defined as data about data and is 

generated automatically by nearly any software, including Microsoft Word, without the user 

even being aware of it.  Examples of valuable metadata include authors, dates and revisions.  

Some of the metadata is also created by settings that the user chooses, such as Track Changes.  

Once the Track Changes feature is enabled, a number of steps are required to assure that the final 

document is free from comments and editing.  Metadata is a rich repository for electronically 

stored information and most courts will insist that files either be produced in native format with 

the metadata intact or that any documents produced (on paper for example) are matched with 

corresponding metadata.  The author has used the Properties feature in Microsoft Word to detect 

cheating – when students claim that they had the assignment completed by the due date and 

when an assignment was not completed on that student’s computer!   

Metadata is a clear danger because it can be mined for confidential client information.  

Transmission of documents with the metadata still intact can waive the attorney-client privilege 

or protection of the information as attorney work-product or another doctrine where additional 

confidentiality is often provided (medical records, trade secrets).  Issues with confidentiality can 

arise when metadata is retained in documents that have been edited and especially when 

documents for one client have been “re-purposed” for subsequent clients.  Forms and templates 

present similar risks.  Even simple tools within software allow anyone to obtain the basic 

information on creation date, modification date, time spent on the document, etc.   It is also quite 

possible to “un-erase” changes to reveal confidential or other valuable information.  Some people 



suggest that using image formats, such as PDF, is the proper solution.  But are image formats 

safe?  Some commentators recommend printing the document, blacking out the information with 

a magic marker and rescanning the document just to make sure that the information is truly 

“gone”.  There is also a divergence of opinions on the ethics of mining for metadata when it has 

been inadvertently produced as part of the discovery process.  For each state’s ethical opinions 

related to the use of metadata, see the Metadata Comparison Chart from the ABA 

(http://www.abanet.org/tech/ltrc/fyidocs/metadatachart.html, accessed March 6, 2013).   

Below are some examples of the metadata the author was quickly able to obtain regarding 

the early versions of her section of this manual.   
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It works for PowerPoint presentations, too! 

 



 

 



What may be even worse with respect to metadata is having a client determine that the 

supposedly “original” document that was prepared for a matter was really a repurposing of a 

document prepared for another client and that the second client was billed “full freight” for all of 

the time that the original document would have taken to draft, not the significantly reduced time 

and expertise required for a simple “find and replace” process.    

A third potential liability (both legal and ethical) for paralegals is the danger of over-

reliance on technology.  For example, a mistake on a cell or formula can have dire consequences 

for the final financial statements, which will not reveal the errors that are in the underlying 

spreadsheet.  Therefore, it is worth taking an extra moment to scan through the spreadsheet and 

verify the numbers and formulas before producing the financial statements to make sure that 

everything is correct.  Likewise, how many times has the “helpful” feature of word processing 

software either anticipated a word or term that you did not intend merely because it started with 

the same few letters.  Moreover, even the best word processing software cannot fix faulty 

grammar or words that are correctly spelled (their), but used in the wrong context (there).  Often, 

these small errors and discrepancies will not affect the overall outcome of a case, but they tend to 

reflect poorly on the law firm and, at a certain point, may call into question the quality, 

thoroughness and accuracy of the law firm’s work as a whole.  Likewise, care should be taken 

when using email systems, not only when transmitting confidential client information, but also to 

be sure that the email is not being sent to people other than the intended recipients (because of 

the Reply All or Reply functions or because the email system anticipates and fills in an email 

address).   

 

 



B. Rules of Professional Conduct 

It is important to remember that although paralegals are professionals in their own right 

and this profession has its own code of ethics and professional responsibility, it is the lawyer, 

especially the senior lawyer, supervising lawyer or partner, who bears the ultimate responsibility 

for any material mistakes or ethical breaches in a law firm.  This overarching responsibility 

(what we might call “the buck stops here”) is embodied in Rules 5.1, 5.2 and 5.3 of the American 

Bar Association Rules of Professional Conduct and adopted, in whole or in part, in each state.   

• Rule 5.1 Responsibilities Of Partners, Managers, And Supervisory Lawyers 
• Rule 5.2 Responsibilities Of A Subordinate Lawyer 
• Rule 5.3 Responsibilities Regarding Nonlawyer Assistance 

With respect to a nonlawyer employed or retained by or associated with a lawyer: 

(a) a partner, and a lawyer who individually or together with other lawyers possesses 
comparable managerial authority in a law firm shall make reasonable efforts to ensure 
that the firm has in effect measures giving reasonable assurance that the person's conduct 
is compatible with the professional obligations of the lawyer; 

(b) a lawyer having direct supervisory authority over the nonlawyer shall make 
reasonable efforts to ensure that the person's conduct is compatible with the professional 
obligations of the lawyer; and 

(c) a lawyer shall be responsible for conduct of such a person that would be a violation of 
the Rules of Professional Conduct if engaged in by a lawyer if: 

(1) the lawyer orders or, with the knowledge of the specific conduct, ratifies the 
conduct involved; or 

(2) the lawyer is a partner or has comparable managerial authority in the law firm 
in which the person is employed, or has direct supervisory authority over the 
person, and knows of the conduct at a time when its consequences can be avoided 
or mitigated but fails to take reasonable remedial action. 



For our purposes, Rule 5.3 is the most important, because (b) clearly states that the lawyer has a 

duty to make “reasonable efforts” to make sure that the paralegal’s “conduct is compatible with 

the professional obligations of the lawyer.”  Thus, paralegals should be familiar with all of the 

provisions of the Code of Professional Conduct in the particular state where he or she is working.  

Comment [2] Nonlawyers Within the Firm further describes this responsibility for employees 

within the law firm:   

[2]  Lawyers generally employ assistants in their practice, including secretaries, 
investigators, law student interns, and paraprofessionals. Such assistants, whether 
employees or independent contractors, act for the lawyer in rendition of the lawyer's 
professional services.  A lawyer must give such assistants appropriate instruction and 
supervision concerning the ethical aspects of their employment, particularly regarding the 
obligation not to disclose information relating to representation of the client, and should 
be responsible for their work product. The measures employed in supervising nonlawyers 
should take account of the fact that they do not have legal training and are not subject to 
professional discipline. 

The ABA Model Rules of Professional Conduct were recently amended as part of the 

Ethics 20/20 project.  A subtle but important change is reflected in Rule 5.3, with the change of 

the title from Nonlawyer Assistants to Nonlawyer Assistance, clarifying that the ethical duties of 

the lawyer extend to any third-party vendors, consultants, contractors, cloud computing services 

or otherwise outsourced processes that are part of the representation.  Thus, the lawyer cannot 

contract away his or her ethical duties by using outsiders. 

Comment [3] Nonlawyers Outside the Firm provides additional insight into the lawyer’s 

responsibilities and cites a number of other Rules that are related: 

[3]  A lawyer may use nonlawyers outside the firm to assist the lawyer in rendering legal 
services to the client.  Examples include the retention of an investigative or 
paraprofessional service, hiring a document management company to create and maintain 
a database for complex litigation, sending client documents to a third party for printing or 



scanning, and using an Internet-based service to store client information.  When using 
such services outside the firm, a lawyer must make reasonable efforts to ensure that the 
services are provided in a manner that is compatible with the lawyer’s professional 
obligations.  The extent of this obligation will depend upon the circumstances, including 
the education, experience and reputation of the nonlawyer; the nature of the services 
involved; the terms of any arrangements concerning the protection of client information; 
and the legal and ethical environments of the jurisdictions in which the services will be 
performed, particularly with regard to confidentiality. See also Rules 1.1 (competence), 
1.2 (allocation of authority), 1.4 (communication with client), 1.6 (confidentiality), 5.4(a) 
(professional independence of the lawyer), and 5.5(a) (unauthorized practice of 
law).  When retaining or directing a nonlawyer outside the firm, a lawyer should 
communicate directions appropriate under the circumstances to give reasonable assurance 
that the nonlawyer's conduct is compatible with the professional obligations of the 
lawyer. 

Several other ABA Model Rules of Professional Conduct are also important to note in the 

relationships between the paralegal and the attorney, the paralegal and the law firm and the 

paralegal and the client.  Among these rules are: 

• Rule 1.1 Competency [including competence with the both the area of the law that is part 
of the representation and the practice of law, which has been extended to encompass 
using appropriate technology). 

• Rule 1.6 Confidentiality (and several more specific rules) 
• Rule 1.7 Conflicts of Interest (and several more specific rules) 
• Rule 3.3 Candor to the Tribunal 
• Rule 3.4 Fairness to Opposing Party and Counsel 
• Attorney-client privilege – as extended to paralegals who are assisting in the 

representation of the client 
• Attorney work-product doctrine  
• Other common privileges include:  spouses, clergy-penitent, doctor-patient, participants 

in settlement negotiations.  Other legal doctrines may also apply:  trade secret, 
proprietary information, etc.   

Various states may have specific rules relating to the roles and responsibilities of non-

lawyer personnel, including paralegals.  For example, the Indiana Rules of Professional Conduct 

devote Guidelines 9.1 to 9.10 to the use of non-lawyer assistants (see Indiana Rules of Court, 



Rules of Professional Conduct, including amendments made through January 1, 2013, 

http://www.in.gov/judiciary/discipline/, accessed March 6, 2012):   

USE OF NON-LAWYER ASSISTANTS 

Introduction 

Subject to the provisions in Rule 5.3, all lawyers may use non-lawyer assistants in accordance with the 
following guidelines. 

Guideline 9.1. Supervision 

A non-lawyer assistant shall perform services only under the direct supervision of a lawyer authorized to 
practice in the State of Indiana and in the employ of the lawyer or the lawyer's employer. Independent 
non-lawyer assistants, to-wit, those not employed by a specific firm or by specific lawyers are prohibited. 
A lawyer is responsible for all of the professional actions of a non-lawyer assistant performing services at 
the lawyer's direction and should take reasonable measures to insure that the non-lawyer assistant's 
conduct is consistent with the lawyer's obligations under the Rules of Professional Conduct. 

Guideline 9.2. Permissible Delegation 

Provided the lawyer maintains responsibility for the work product, a lawyer may delegate to a non-lawyer 
assistant or paralegal any task normally performed by the lawyer; however, any task prohibited by statute, 
court rule, administrative rule or regulation, controlling authority, or the Indiana Rules of Professional 
Conduct may not be assigned to a non-lawyer. 

Guideline 9.3. Prohibited Delegation 

A lawyer may not delegate to a non-lawyer assistant: 

(a) responsibility for establishing an attorney-client relationship; 

(b) responsibility for establishing the amount of a fee to be charged for a legal service; or 

(c) responsibility for a legal opinion rendered to a client. 

Guideline 9.4. Duty to Inform 

It is the lawyer's responsibility to take reasonable measures to ensure that clients, courts, and other 
lawyers are aware that a non-lawyer assistant, whose services are utilized by the lawyer in performing 
legal services, is not licensed to practice law. 

Guideline 9.5. Identification on Letterhead 

A lawyer may identify non-lawyer assistants by name and title on the lawyer's letterhead and on business 
cards identifying the lawyer's firm. 

Guideline 9.6. Client Confidences 

It is the responsibility of a lawyer to take reasonable measures to ensure that all client confidences are 
preserved by non-lawyer assistants. 

Guideline 9.7. Charge for Services 

A lawyer may charge for the work performed by non-lawyer assistants. 

Guideline 9.8. Compensation 

A lawyer may not split legal fees with a non-lawyer assistant nor pay a non-lawyer assistant for the 
referral of legal business. A lawyer may compensate a non-lawyer assistant based on the quantity and 
quality of the non-lawyer assistant's work and the value of that work to a law practice, but the non-lawyer 
assistant's compensation may not be contingent, by advance agreement, upon the profitability of the 
lawyer's practice. 

http://www.in.gov/judiciary/discipline/


Guideline 9.9. Continuing Legal Education 

A lawyer who employs a non-lawyer assistant should facilitate the non-lawyer assistant's participation in 
appropriate continuing education and pro bono publico activities. 

Guideline 9.10. Legal Assistant Ethics 

All lawyers who employ non-lawyer assistants in the State of Indiana shall assure that such non-lawyer 
assistants conform their conduct to be consistent with the following ethical standards: 

(a) A non-lawyer assistant may perform any task delegated and supervised by a lawyer so long as the 
lawyer is responsible to the client, maintains a direct relationship with the client, and assumes 
full professional responsibility for the work product. 

(b) A non-lawyer assistant shall not engage in the unauthorized practice of law. 

(c) A non-lawyer assistant shall serve the public interest by contributing to the delivery of quality 
legal services and the improvement of the legal system. 

(d) A non-lawyer assistant shall achieve and maintain a high level of competence, as well as a high 
level of personal and professional integrity and conduct. 

(e) A non-lawyer assistant's title shall be fully disclosed in all business and professional 
communications. 

(f) A non-lawyer assistant shall preserve all confidential information provided by the client or 
acquired from other sources before, during, and after the course of the professional 
relationship. 

(g) A non-lawyer assistant shall avoid conflicts of interest and shall disclose any possible conflict to 
the employer or client, as well as to the prospective employers or clients. 

(h) A non-lawyer assistant shall act within the bounds of the law, uncompromisingly for the benefit 
of the client. 

(i) A non-lawyer assistant shall do all things incidental, necessary, or expedient for the attainment of 
the ethics and responsibilities imposed by statute or rule of court. 

(j) A non-lawyer assistant shall be governed by the Indiana Rules of Professional Conduct. 

(k) For purposes of this Guideline, a non-lawyer assistant includes but shall not be limited to: 
paralegals, legal assistants, investigators, law students and paraprofessionals. 
 

Note under Guideline 9.10 (j) that a non-lawyer assistant shall be governed by the Indiana Rules 

of Professional Conduct and that under Guideline 9.10(k), the definition of a non-lawyer 

assistant includes paralegals.  In addition to membership in the Indiana Paralegal Association 

(http://indianaparalegals.org/, accessed March 6, 2013), paralegals can also be Affiliate Members 

of the Indiana State Bar Association 

(https://www.inbar.org/Membership/Nonmembers/HowtoJoin/ParalegalApplication/tabid/95/Def

ault.aspx, accessed March 6, 2013).   

http://indianaparalegals.org/
https://www.inbar.org/Membership/Nonmembers/HowtoJoin/ParalegalApplication/tabid/95/Default.aspx
https://www.inbar.org/Membership/Nonmembers/HowtoJoin/ParalegalApplication/tabid/95/Default.aspx


 There are various codes of conduct that are specific to paralegals and legal assistants.  For 

example, the National Association of Legal Assistants and Paralegals (NALA) has its Code of 

Ethics and Professional Responsibility (http://www.nala.org/code.aspx, accessed March 6, 2013).  

This code was adopted in 1975 and has been revised several times since then, most recently in 

2007, and is “the foundation of ethical practices of paralegals in the legal community”.  In 2001, 

NALA adopted the ABA definition of a legal assistant/paralegal.  Note that this definition 

includes that the legal assistant or paralegal performs “specifically delegated substantive legal 

work for which a lawyer is responsible.”  The Canons from the Code are simply stated, but 

powerful, and they parallel many of the provisions within the ABA Model Rules of Professional 

Conduct relating to proper roles and responsibilities (unauthorized practice of law), candor, 

fairness to opposing parties and counsel, confidentiality, conflicts of interest, supervision by the 

lawyer and need for compliance with the bar association codes of professional responsibility and 

the rules of court.    

Canon 1. 

A paralegal must not perform any of the duties that attorneys only may perform nor take any actions that 

attorneys may not take. 

Canon 2. 

A paralegal may perform any task which is properly delegated and supervised by an attorney, as long as the 

attorney is ultimately responsible to the client, maintains a direct relationship with the client, and assumes 

professional responsibility for the work product. 

Canon 3. 

A paralegal must not: (a) engage in, encourage, or contribute to any act which could constitute the 

unauthorized practice of law; and (b) establish attorney-client relationships, set fees, give legal opinions or 

advice or represent a client before a court or agency unless so authorized by that court or agency; and (c) 

engage in conduct or take any action which would assist or involve the attorney in a violation of professional 

ethics or give the appearance of professional impropriety. 

 

http://www.nala.org/code.aspx


Canon 4. 

A paralegal must use discretion and professional judgment commensurate with knowledge and experience 

but must not render independent legal judgment in place of an attorney. The services of an attorney are 

essential in the public interest whenever such legal judgment is required. 

 

Canon 5. 

A paralegal must disclose his or her status as a paralegal at the outset of any professional relationship with 

a client, attorney, a court or administrative agency or personnel thereof, or a member of the general public. 

A paralegal must act prudently in determining the extent to which a client may be assisted without the 

presence of an attorney. 

Canon 6. 

A paralegal must strive to maintain integrity and a high degree of competency through education and 

training with respect to professional responsibility, local rules and practice, and through continuing 

education in substantive areas of law to better assist the legal profession in fulfilling its duty to provide legal 

service. 

 

Canon 7. 

A paralegal must protect the confidences of a client and must not violate any rule or statute now in effect or 

hereafter enacted controlling the doctrine of privileged communications between a client and an attorney. 

Canon 8. 

A paralegal must disclose to his or her employer or prospective employer any pre-existing client or personal 

relationship that may conflict with the interests of the employer or prospective employer and/or their clients. 

 

Canon 9. 

A paralegal must do all other things incidental, necessary, or expedient for the attainment of the ethics and 

responsibilities as defined by statute or rule of court. 

 

Canon 10. 

A paralegal's conduct is guided by bar associations' codes of professional responsibility and rules of 

professional conduct. 

Similar canons with additional detail and rules for enforcement have been adopted by individual 

state paralegal associations, such as the Indiana Paralegal Association (see 

http://indianaparalegals.org/ethics, accessed March 6, 2013). Note that Canon 1, EC 1.1 states 

that “[a] paralegal employed by a lawyer shall be governed by the applicable sections of the 

http://indianaparalegals.org/ethics


Indiana Rules of Professional Conduct.”  Likewise, the National Federation of Paralegal 

Associations, Inc., has a Model Code of Ethics and Professional Responsibility and Guidelines 

for Enforcement, dated 2006, and has also issued a number of Informal Ethics and Disciplinary 

Opinions (see http://www.paralegals.org/, Ethics, under Positions and Issues, accessed March 6, 

2013).   

C. Confidential Information of a Client 

The ABA Model Rules of Professional Conduct include many provisions addressing the 

important duty of confidentiality.  The duty of confidentiality not only includes current clients, 

but also extends to former clients and prospective clients as well.  The primary rule addressing 

confidentiality is Rule 1.6 Confidentiality of Information.  Note Part [c], which is especially 

crucial when thinking about the use of technology in creating, sharing and storing information 

about a client:   

(c)  A lawyer shall make reasonable efforts to prevent the inadvertent or unauthorized 
disclosure of, or unauthorized access to, information relating to the representation of a 
client. 

Other related rules include:  Rule 1.9 Duties To Former Clients; Rule 1.11 Special Conflicts Of 

Interest For Former And Current Government Officers And Employees; Rule 1.13 Organization 

As Client and Rule 1.18 Duties To Prospective Client.   

The NALA Code of Ethics and Professional Responsibility contains Canon 7:  “[a] 

paralegal must protect the confidences of a client and must not violate any rule or statute now in 

effect or hereinafter enacted controlling the doctrine of privileged communications between a 

client and an attorney.”  The NFPA Model Code of Ethics and Professional Responsibility and 

Guidelines for Enforcement includes Rule 1.5, “[a] paralegal shall preserve all confidential 

http://www.paralegals.org/


information provided by the client or acquired from other sources before, during, and after the 

course of the professional relationship” and there are a number of more specific ethical 

considerations listed under this Rule.  As an example at the state level, the Indiana Paralegal 

Association echoes what is in the NALA Model Code and contains Canon 7, which states that 

“[a] paralegal shall preserve all confidential information provided by the client or acquired from 

other sources before, during, and after the course of the professional relationship” with a number 

of ethical considerations listed under this canon.   

There are three approaches that courts generally follow when dealing with situations 

where confidential and privileged information has been inadvertently disclosed:  “(1) automatic 

waiver, (2) no waiver or (3) balancing test, where the court will look at the nature of the methods 

used to protect the information, the efforts made to correct the error, the extent of the disclosure 

and fairness.”  (See Goldman, Thomas F.  Technology in the Law Office, 3rd ed.  Boston, MA:  

Pearson, 2013)   Of course, as the world of electronic discovery has evolved, the cases make it 

clear that judges will have little sympathy with sloppy review and production processes.  The 

Federal Rules of Civil Procedure and many state court rules also cover inadvertent production 

and may also allow the parties to negotiate clawback agreements.    

When the Mistake is Discovered by Receiving Party:   
 

• Note again that a careless production and review process will not prevent waiver of 

privilege.   

• Model Rule 4.4(b):  A lawyer who receives a document relating to the representation of 

the lawyer’s client and who knows or reasonably should know that the document was 

inadvertently sent shall promptly notify the sender.  (Also Indiana Rule 4.4(b)) 



• Per Comment [2], note that this applies to any documents that were mistakenly sent or 

produced by opposing lawyers or their lawyers (in other words, not just privileged 

documents). Note that Comment [2] in the Indiana Rules states that “document” includes 

email or other electronic modes of transmission subject to being read or put into readable 

form. 

• See also revision to Federal Rules of Evidence – FRE Rule 502 on limitations on waivers 

of attorney-client privilege and attorney work-product 

When the Mistake is Discovered by Producing Party: 
 

• FRCP 26(b)(5)(B):  If information produced in discovery is subject to a claim of privilege 

or of protection as trial preparation material, the party making the claim may notify any 

party that received the information of the claim and the basis for it.  After being notified, 

a party must promptly return, sequester, or destroy the specified information and any 

copies of it; must not use or disclose the information until the claim is resolved; must take 

reasonable steps to retrieve the information if the party disclosed it before being notified; 

and may promptly present the information to the court under seal for a determining of the 

claim.  The producing party must preserve the information until the claim is resolved. 

• See also Indiana Rules of Trial Practice 26(B)(5) 

• Also waiver and process for handling inadvertently produced ESI should be discussed in 

a “meet and confer” conference.  

• See also ABA Formal Opinion 05-437, which states that “[a] lawyer who receives a 

document from opposing parties or their lawyers and knows or reasonably should know 



that the document was inadvertently sent should promptly notify the sender in order to 

permit the sender to take proactive measures.”   

It is important to consider the issue of confidentiality broadly in the 21st century because 

of the impact of technology as well as the trend towards outsourcing many of the functions 

related to the representation of clients and the management of the law firm to cloud computing 

vendors, consultants, contract lawyers and other third-parties, such as file room and mail 

services, library services, accounting and financial services, to name but a few.  All of these third 

parties may add to the likelihood of putting confidential client information at risk.  As part of the 

Ethics 20/20 project, the ABA Model Rules of Professional Conduct and its accompanying 

comments were revised to reflect the reality of both new technologies and outsourcing.  For 

example, Comments [18] and [19] discuss the need to act competently to preserve confidentiality 

and this includes safeguarding information against unauthorized access by third parties and 

inadvertent or unauthorized disclosure by the lawyer or other persons participating in the 

representation of the client or who are subject to the lawyer’s supervision.   

In thinking about safeguarding client confidentiality, it is important to consider physical 

security, personnel security (since many data breaches are caused by people internal to an 

organization) and security for technology (wireless networks are notoriously insecure and many 

data breaches and other information security incidents are caused by lost or stolen laptops or 

mobile devices).  Recently, the International Legal Technology Standards Organization (ILTSO) 

offered guidelines for law firm security.   For a thorough treatment of information security in law 

firms, attendees are encouraged to read the following texts: 



• Kimbro, Stephanie L. Virtual Law Practice:  How to Deliver Legal Services Online.  

Chicago, IL:  American Bar Association, 2010.   

• Nelson, Sharon D., Ries, David G. and Simek, John W. Locked Down:  Information 

Security for Lawyers.  Chicago:  American Bar Association, 2012.   

• Shaw, Thomas J. Information Security and Privacy:  A Practical Guide for Global 

Executives, Lawyers and Technologists.  Chicago, IL:  American Bar Association, 2011.   

D. Scope of Representation 

 The ABA Model Rules of Professional Conduct support the notion of a shared 

responsibility for the representation, with decisions and duties apportioned between the lawyer 

and the client.  Such a system is deemed more productive and rewarding than either the 

traditional model, where the lawyer is the dominant figure making decisions for a passive client, 

or the “hired gun” model with the client dictating what happens in the representation and the 

lawyer passively doing the client’s bidding.”  This philosophy is embodied in Rule 1.2 Scope of 

Representation and Allocation of Authority Between Client and Lawyer.   

(a) Subject to paragraphs (c) and (d), a lawyer shall abide by a client's decisions 
concerning the objectives of representation and, as required by Rule 1.4, shall consult 
with the client as to the means by which they are to be pursued. A lawyer may take such 
action on behalf of the client as is impliedly authorized to carry out the representation. A 
lawyer shall abide by a client's decision whether to settle a matter. In a criminal case, the 
lawyer shall abide by the client's decision, after consultation with the lawyer, as to a plea 
to be entered, whether to waive jury trial and whether the client will testify. 

(b) A lawyer's representation of a client, including representation by appointment, does 
not constitute an endorsement of the client's political, economic, social or moral views or 
activities. 

(c) A lawyer may limit the scope of the representation if the limitation is reasonable 
under the circumstances and the client gives informed consent. 



(d) A lawyer shall not counsel a client to engage, or assist a client, in conduct that the 
lawyer knows is criminal or fraudulent, but a lawyer may discuss the legal consequences 
of any proposed course of conduct with a client and may counsel or assist a client to 
make a good faith effort to determine the validity, scope, meaning or application of the 
law. 

It is important to note that many jurisdictions now allow unbundled legal services or limited 

representation (wherein the lawyer agrees to perform only certain elements or tasks required in a 

matter).  Of course, any such arrangements must be clearly documents in a signed engagement 

letter or fee agreement.  Comments [6], [7] and [8] of this Rule (Agreements Limiting Scope of 

Representation) provide helpful guidance.  See also the Pro Se/Unbundling Resource Center 

from the ABA for additional information.  

(http://www.americanbar.org/groups/delivery_legal_services/resources.html, accessed March 7, 

2013).  Another important philosophy embodied in the ABA Rules of Professional Conduct is 

the need for the lawyer to exercise independent judgment.  (See especially Rule 5.4 Professional 

Independence of a Lawyer).   

 The paralegal must be fully aware of the scope of the representation that has been agreed 

to between the lawyer and the client.  There is a natural tendency to want to be helpful, 

especially when the client is facing particularly challenging personal or financial circumstances.  

However, the boundaries of the representation must be respected and it is up to the lawyer to set 

and reinforce these boundaries with the client.  Although not mentioned specifically in the 

various codes of ethics for paralegals, Canon 1 of the NALA Code of Ethics and Professional 

Responsibility somewhat reflects this by stating that “[a] paralegal must not perform any of the 

duties that attorneys only may perform nor take any actions that attorneys may not take.”  

Moreover, a paralegal or legal assistant who goes beyond the boundaries of the representation to 

provide additional legal services or advice to the client without the lawyer’s permission may be 

http://www.americanbar.org/groups/delivery_legal_services/resources.html


guilty of the unauthorized practice of law.  (See Canon 3 of the NALA Code of Ethics and 

Professional Responsibility, Canon 9 of the Indiana Paralegal Association Code of Ethics and 

Professional Responsibility and Rules for Enforcement, and Rule 1.8 of the NFPA Model Code 

of Ethics and Professional Responsibility and Guidelines for Enforcement) 

E. Conflicts of Interest 

  The ethical rules for both lawyers and paralegals/legal assistants recognize that conflicts 

of interest can cause particularly difficult situations and can put the interests of clients at risk.  Of 

course, the most likely scenario that might be anticipated is when two clients are involved in a 

current matter where there interests might be directly adverse to each other.  However, this is just 

one of many examples, which can include former clients and prospective clients as well as 

personal relationships and financial interests of the lawyer or paralegal or family members or 

even past roles within government or the legal system.  The overarching rule within the ABA 

Model Rules of Professional Conduct is Rule 1.7 Conflict of Interest:  Current Clients.  Note the 

very high bar of what is required to allow a lawyer to represent two parties whose interests are 

directly adverse.   

More detailed information is provided in Rule 1.8 Conflict of Interest:  Current Clients:  

Specific Rules, including financial dealings (unless specific criteria are satisfied), use of 

information without informed consent, soliciting gifts, negotiating literary or media rights, not 

providing financial assistance during litigation, not accepting compensation for representing a 

client from someone other than a client, limit the client’s opportunity to sue for malpractice, 

acquire a proprietary interest in a cause of action or have sexual relations with a client (unless the 

relationship existed prior to the attorney-client relationship).  It is not difficult to understand why 

any of these activities might put the lawyer’s ability to vigorously and objectively assert the 



client’s rights in jeopardy.  Likewise, a paralegal may have conflicts of interest of a professional, 

financial or personal nature that may cloud his or her judgment and which should be disclosed to 

the employer or prospective employer under the NALA Code (Canon 8), the Indiana Paralegal 

Association Code (Canon 10), the Indiana Rules of Professional Conduct (Guideline 9.10) and 

the NFPA Model Code 1.6.  Additional types of conflicts of interest to be aware of and avoided 

are described in ABA Model Rule 1.9 Duties to Former Clients, Rule 1.10 Imputation of 

Conflicts of Interest:  General Rule (very important with all of the job changes among attorneys 

and paralegals as well as the mergers, acquisitions and dissolutions of law firms), Rule 1.11 

Special Conflicts of Interest for Former and Current Government Officers and Employees, Rule 

1.12 Former Judge, Arbitrator, Mediator or Other Third-Party Neutral, Rule 1.13 Organization as 

Client and Rule 1.18 Duties to Prospective Client.   
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