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Introduction to UELMA

The Uniform Electronic Legal Material Act 
(UELMA) is now a little over a decade old and has been 
enacted in twenty one states, the District of Columbia, 
and the U.S. Virgin Islands. Enough time has passed 
that some states have been able to implement it fully and 
present their digital legal materials as official, publicly 
accessible, authenticated, and preserved.

UELMA is outcome based, meaning that it requires 
official publishers to make digital legal materials authenti
cated, preserved, and accessible when they are designated 
as official, but it is silent regarding the precise means by 
which the publishers reach those outcomes. The authenti
cation requirement may be the aspect that is most different 

from digital publishing of other, non binding government 
documents. A brief examination of several UELMA states’ 
digital statutes will reveal trends in how state publishers 
have chosen to fulfill UELMA’s requirements. This may 
be useful to librarians advocating for enacting UELMA in 
their states and to researchers using official legal materials 
authenticated pursuant to UELMA.

Authentication

UELMA provides for legal material to be authenticated 
by the publisher, specifically by “provid[ing] a method 
for a user to determine that the record received by the 
user from the publisher is unaltered from the official 
record published by the publisher.” The key aspects of 
this requirement are that the “official record” a court 
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opinion, a statute, a regulation is unaltered and that the 
user must have a way of ascertaining that it is unaltered. 
A state may know that its digital legal materials have not 
been altered since it published them online, but research
ers also must be able to confirm this after they have ac
cessed them. The method of verification by the user is the 
crucial difference between the authentication methods 
used by different states.

Computers can use cryptographic hash functions to 
compare digital files and figure out whether one copy is 
the same as another copy. A hash function is an algo
rithm that processes a file and creates a digest, which is a 
long alphanumeric string. While unintelligible to the hu
man eye, for computers, the digest is akin to a fingerprint 
for that file. If even one character is altered in that file, 
the resulting digest will not match the unaltered file. All 
the methods of file authentication rely on hash functions 
to “fingerprint” the legal materials. Researchers can then 
apply the same hash function to their copies and com

pare them to the digests of the original files. If the digests 
match, then the researcher can know that the files have 
not been changed from the original.

Now that we understand how hash functions make 
“fingerprints” to authenticate digital files, we can 
consider how different states enable researchers to verify 
the authenticity of digital legal materials.

Upload to Compare Files
Minnesota is one of the earliest UELMA adopters. 
The Minnesota Statutes are presented online in 
both HTML and PDF, but the PDF is the file that 
the Minnesota government will authenticate. Once 
a researcher has obtained a PDF of a statute, they 
can upload the file on the Revisor of Statute’s 
document authentication page. If the file’s 
digest matches one in the publisher’s records, then a 
message will display indicating the file is authentic. 
Note that the digest for the authenticated file is also 
displayed (see fig. 1).

Fig. 1

Fig. 2
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On the other hand, when the researcher uploads any 
other PDF, or a PDF of the statute that had been altered 
in some way, a message would indicate that the file 
could not be authenticated (see fig. 2).

A benefit of Minnesota’s approach is that researchers 
can authenticate materials on demand. They can also 
verify files that may have been obtained some time ago 
or that did not come directly from the state publisher’s 
website. For example, one researcher may retrieve a 
statute and send the PDF to another researcher. This 
second person may then wait six months before re
turning to the publisher’s site and still verify the file’s 
authenticity. One disadvantage of this approach is that 
there is no apparent way to verify multiple files in a 
single batch.

Publishing Digests

Utah’s approach is similar to Minnesota’s, in that it has 
created digests for each file and then provided a means 
for researchers to check that the digests for their files 
match the expected values. Utah, however, has placed 
a bit more responsibility on the researcher. Utah has 
made digests for each title of the Utah Code and pub
lished a list of digests (see fig. 3).

Fig. 3

Researchers can download a title, run it through a 
hash function using freely available software, and then 
compare the digest to the published list. If they match, 
then that title is authentic. This method seems to be 
quite low maintenance. The software for running hash 
functions is widely available and the publisher does not 

need to maintain a site to compare digests for research
ers. This makes the authentication function somewhat 
less user friendly. Also, the statutes are authenticated at 
the title level. If a researcher wishes to authenticate a 
section, they need to obtain and verify the digest of the 
title containing that section. Minnesota’s method is eas
ier on researchers checking single sections, while Utah’s 
is easier for verifying large chunks of statutory sections.  
 
Built-in Authentication
Fig. 4

Washington, DC has adopted the Open Law Library 
platform for publishing its legal materials, including the 
D.C. Code (see fig. 4). The Open Law Library develop
ers explain in a white paper how the platform records 
all versions of documents published in the system and 
maintains cryptographic digests that can be used to 
check a copy for authenticity. This authentication meth
od is built into the platform, which is an advantage for 
publishers wishing to combine authentication, preser
vation, and access functions into one system. While the 
digests exist to verify the authenticity of a copy, there is 
no clear method for a researcher to do so without assis
tance from the publisher.

Digital Signatures
The authentication method that is probably most famil
iar to librarians is using digital signatures. This method 
also uses digests to check the fidelity of a copy to the 
original but adds a method for verifying the identity of 
the publisher.

To apply a trustworthy signature, a publisher needs 
a digital certificate. These are usually obtained from 
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companies that verify the identity and authority of 
the publisher. Once the publisher has completed the 
vetting process, they can use the certificate to sign files. 
It is possible to self sign PDFs, but this essentially skips 
verifying that the file came from the official publisher. 
On the other hand, if the digest for the file matches the 
expected value for an official file, then the researcher is 
not very concerned about where the file came from.

The U.S. Government Publishing Office (GPO) has 
chosen to use digital signatures. The GPO’s white 
paper on authentication is an excellent introduction 
to the basics of using public key infrastructure (PKI) to 
create trustworthy digital signatures. For example, the 
Federal Register PDF pictured below is authenticat
ed with a signature using a certificate issued by Syman
tec (see fig. 5).

Delaware has also chosen to use digital signatures to 
authenticate its statutes, but its certificate is issued by 
another vendor, Entrust (see fig. 6).

Digital signatures are currently the most user friend
ly option because a file’s authenticity is automatically 
checked and visually displayed. The main downside 

of this approach is cost. The vendors charge for digital 
certificates, and the process requires licensed software. 
In 2011, shortly after UELMA was finalized, the 
California Legislative Counsel produced a report on 
authentication options that provides further expla
nation of digital signatures and (outdated, at this point) 
cost estimates. A recent report by the New York Of
fice of Information Technology Services provides cur
rent details on how New York state agencies and some 
other states handle digital publishing of legal materials.

Final Thought

A variety of options is available for authenticating legal 
materials. As more states enact UELMA, additional 
methods of authentication may be developed. UELMA’s 
flexible, outcomes based framework can accommodate 
technological change for the long term.

Fig. 5

Fig. 6




