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HELPFUL TO CONSIDER THE 
AMENDED FEDERAL RULES OF CIVIL 
PROCEDURE AND HOW THEY IMPACT 
SOCIAL MEDIA EVIDENCE 

2



Review the Electronic Discovery 
Reference Model (EDRM)
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Federal Rules of Civil Procedure:  2015 
Amendments
• In December 2015, the Federal Rules of Civil Procedure were 

revised again, with particular attention paid to proportionality 
and the opportunity for sanctions.  

• However, FRCP is interesting in that it requires everyone, not 
just lawyers, to cooperate in the litigation process. 

• This means alerting clients to ALL of the types of social media 
evidence that they will have to identify, collect, preserve and 
likely produce.  

• Other revisions should encourage cooperation between 
lawyers, including Rules 4(m), 16, 26(d)(2) and 34(b)(2)(a), 
which reduce the time periods for various activities to happen. 
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The Five Most Important Things to 
Know About the 2015 Amendments
• As reported by Brown, the five things that are most important 

to know about the amendments are:
• Proportionality in discovery is now part of the rules.
• Much-needed improvements are made to Rule 34(b)(2) regarding 

responses to document requests.
• Rule 37(e) has been completely rewritten to standardize 

sanctions for failure to preserve ESI. 
• Document requests can be served 22 days after the complaint 

and summons are served, before any party has answered.
• Rule 26 expressly authorizes an option of shifting expenses as 

part of a protective order. [Geraldine Soat Brown, The Top Five 
Things to Know About the New Federal Discovery Rules, The 
Circuit Rider 10-13 (Nov. 2015).] 5



Rule 1

Rule 1 Scope and Purpose
* * * [These rules] should be construed, and administered,
and employed by the court and the parties to secure the
just, speedy, and inexpensive determination of every action
and proceeding.
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Rule 1

• Rule 1 requires parties, as well as courts, to construe, 
administer, and employ the Rules in a manner "to secure the 
just, speedy, and inexpensive determination of every action 
and proceeding." 

• The Advisory Committee on Rules of Civil Procedure 
("Committee") notes that: "Effective advocacy is consistent 
with — and indeed depends upon — cooperative and 
proportional use of procedure." [Randy Wu, Summary of 
December 2015 Amendments to the Federal Rules of Civil 
Procedure, Orrick, December 7, 2015, 
https://www.orrick.com/Events-and-
Publications/Pages/Summary-of-December-2015-
Amendments-to-the-Federal-Rules-of-Civil-Procedure.aspx, 
accessed 9/14/16.] 7
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Rule 4

Rule 4 Summons
(m) TIME LIMIT FOR SERVICE. If a defendant is not served within
120 90 days after the complaint is filed, the court * * *
must dismiss the action without prejudice against that
defendant or order that service be made within a specified
time. But if the plaintiff shows good cause * * *This
subdivision (m) does not apply to service in a foreign
country under Rule 4(f) or 4(j)(1) or to service of a
notice under Rule 71.1(d)(3)(A).
NOTE:  The 2015 amendments mean shorter time periods, 
especially at the beginning of an e-discovery process, when the 
volume of data and the potential places where it can be stored 
are increasing.  8



Rule 4(m):  Reduced Time for Service

• As explained by Carson and Allison, “[u]nder Rule 4(m), the 
presumptive time to serve a defendant has been reduced 
from 120 days to 90 days.”  [Derek Carson & Alix Allison, 
Federal Rules Update:  December 2015, The Federal Lawyer, 
April 2016, 63-64, 67.]  The authors go on to state that:

• The Advisory Committee Note explains that the driving force 
behind this change is the desire to reduce delay at the 
beginning of litigation.  Further, Form 5 (Notice of Lawsuit and 
Request to Waive Service of Summons) and Form 6 (Waiver of 
the Service of Summons) have been incorporated into Rule 4 
as a result of the abrogation of Rule 84. [Id. at 63.]

9



Rule 16

Rule 16 Pretrial Conferences; Scheduling; Management
(b) SCHEDULING.
(1) Scheduling Order. Except in categories of actions
exempted by local rule, the district judge — or a
magistrate judge when authorized by local rule — must
issue a scheduling order:
(A) after receiving the parties’ report under Rule 26(f); or
(B) after consulting with the parties’ attorneys and any 
unrepresented parties at a scheduling conference by telephone, 
mail, or other means.
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Rule 16, cont.

(2) Time to Issue. The judge must issue the scheduling
Order as soon as practicable, but in any event unless the
judge finds good cause for delay the judge must issue it within 
the earlier of 120 90 days after any defendant has been served 
with the complaint or 90 60 days after any defendant has 
appeared.
NOTE AGAIN:  The 2015 amendments mean shorter time 
periods, especially at the beginning of an e-discovery process, 
when the volume of data and the potential places where it can 
be stored are increasing.  
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Rule 16, cont.

(3) Contents of the Order. * * *
(B) Permitted Contents. The scheduling order may:
* * *
(iii) provide for disclosure, or discovery, or preservation of 
electronically stored information; (iv) include any agreements 
the parties reach for asserting claims of privilege or of 
protection as trial-preparation material after information is 
produced, including agreements reached under Federal Rule of 
Evidence 502; (v) direct that before moving for an order 
relating to discovery the movant must request a conference 
with the court;
NOTE:  Consider negotiating non-waiver and claw-back 
agreements.  
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Rule 16:  Scheduling Order Changes

• As indicated by Secosky, Griset and McCray, ‘[c]hanges to Rule 
16 will reduce delays at the beginning of litigation by limiting 
the time to issue the scheduling order to the earlier of either 
90 days (not 120 days) after service or 60 days (not 90 days) 
after any defendant has appeared. 

• Also, the scheduling order may include Federal Rule of 
Evidence 502 agreements, which further the Courts’ 
encouragement of non-waiver and claw-back agreements to 
facilitate discovery. [John J. Secosky, Jill Crawley Griset & Anne 
Bentley McCray, E-Discovery Update:  Federal Rules of Civil 
Procedure Amendments Go into Effect, Legal Alert 
(McGuireWoods), December 1, 2015, 
https://www.mcguirewoods.com/Client-
Resources/Alerts/2015/12/E-Discovery-Update.aspx, accessed 
9/14/16, see also Carson & Allison, supra.]
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Rule 26

Rule 26. Duty to Disclose; General Provisions; Governing 
Discovery
(b) DISCOVERY SCOPE AND LIMITS.
(1) Scope in General. Unless otherwise limited by court order, 
the scope of discovery is as follows: Parties may obtain discovery 
regarding any nonprivileged matter that is relevant to any 
party’s claim or defense and proportional to the needs of the 
case, [considering the amount in controversy, the importance 
of the issues at stake in the action,] considering the importance 
of the issues at stake in the action, the amount in controversy, 
the parties relative access to relevant information, the parties’ 
resources, the importance of the discovery in resolving the 
issues, and whether the burden or expense of the proposed 
discovery outweighs its likely benefit. 14



Proportionality 

• The proportionality factors have been relocated from Rule 
26(b)(2)(C)(iii) to the front of the rule at FRCP Rule 26(b)(1) 
and include: 
• the importance of the issues at stake in the action;
• the amount in controversy;
• the parties’ relative access to relevant information;
• the parties’ resources;
• the importance of the discovery in resolving the issues; and
• whether the burden or expense of the proposed discovery 

outweighs its likely benefit.
These changes stress the parties’ obligation to consider 
proportionality when propounding and responding to discovery and 
to focus on discovery of relevant information. 15



Rule 26, cont.

Information within this scope of discovery need not be 
admissible in evidence to be discoverable. — including the 
existence, description, nature, custody, condition, and location 
of any documents or other tangible things and the identity and 
location of persons who know of any discoverable matter. For 
good cause, the court may order discovery of any matter 
relevant to the subject matter involved in the action. Relevant 
information need not be admissible at the trial if the discovery 
appears reasonably calculated to lead to the discovery of 
admissible evidence. All discovery is subject to the limitations 
imposed by Rule 26(b)(2)(C).
* * *
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Rule 26, cont.

(C) When Required. On motion or on its own, the court must 
limit the frequency or extent of discovery otherwise allowed by 
these rules or by local rule if it determines that: * * *
(iii) the burden or expense of the proposed discovery is outside 
the scope permitted by Rule 26(b)(1) outweighs its likely 
benefit, considering the needs of the case, the amount in 
controversy, the parties’ resources, the importance of the issues 
at stake in the action, and the importance of the discovery in 
resolving the issues.
***
NOTE:  Consider the proportionality factors and the 
amendments when requesting social media evidence.  Can no 
longer be a “fishing expedition.”  
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Rule 26, cont.

(c) PROTECTIVE ORDERS.
(1) In General. * * * The court may, for good cause, issue an 
order to protect a party or person from annoyance, 
embarrassment, oppression, or undue burden or expense, 
including one or more of the following: * * *
(B) specifying terms, including time and place or the allocation 
of expenses, for the disclosure or discovery; * * *

NOTE:  Clear that cost shifting is provided for.  This may be 
necessary with various kinds of social media evidence.  
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Rule 26, cont.

(d) TIMING AND SEQUENCE OF DISCOVERY.
(2) Early Rule 34 Requests.
(A) Time to Deliver. More than 21 days after the summons and 
complaint are served on a party, a request under Rule 34 may 
be delivered: 
(i) to that party by any other party, and
(ii) by that party to any plaintiff or to
any other party that has been served.
• (B) When Considered Served. The request is considered as to 

have been served at the first Rule 26(f) conference.
AGAIN:  Note shortened time periods. 
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Rule 26, cont. 

(3) Sequence. Unless, on motion, the parties stipulate or the 
court orders otherwise for the parties’ and witnesses’ 
convenience and in the interests of justice:
(A) methods of discovery may be used in any sequence; and
(B) discovery by one party does not require any other party to 
delay its discovery.
* * *
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Rule 26, cont.

(f) CONFERENCE OF THE PARTIES; PLANNING FOR DISCOVERY.
(3) Discovery Plan. A discovery plan must state the parties’ views 
and proposals on: * * *
(C) any issues about disclosure, or discovery, or preservation of 
electronically stored information, including the form or forms in 
which it should be produced;
(D) any issues about claims of privilege or of protection as trial-
preparation materials, including — if the parties agree on a 
procedure to assert these claims after production — whether to 
ask the court to include their agreement in an order under 
Federal Rule of Evidence 502;
Note:  Consider how you will work with the client to preserve 
transient types of social media.   
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Rule 26

• Some of the most significant changes to the FRCP occur in 
Rule 26 with respect to defining “proportionality, which have 
implications for identifying discovery issues early in litigation.  

• As indicated by Secosky, Griset and McCray, FRCP Rule 26(b) 
has been reorganized to place new emphasis on relevance and 
proportionality of discovery. 

• The new rule changes the scope standard from “any relevant 
subject matter involved in the action” and information 
“reasonably calculated to lead to the discovery of admissible 
evidence,” to information “relevant to any party’s claim or 
defense and proportional to the needs of the case.” 

NOTE:  Can no longer “cast a wide net” in discovery.  22



Rule 26, cont.

• The proportionality factors have been relocated from Rule 
26(b)(2)(C)(iii) to the front of the rule at FRCP Rule 26(b)(1) 
and include: 
• the importance of the issues at stake in the action;
• the amount in controversy;
• the parties’ relative access to relevant information;
• the parties’ resources;
• the importance of the discovery in resolving the issues; and
• whether the burden or expense of the proposed discovery 

outweighs its likely benefit.
• These changes stress the parties’ obligation to consider 

proportionality when propounding and responding to 
discovery and to focus on discovery of relevant information. 
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Rule 30

Rule 30 Depositions by Oral Examination
(a) WHEN A DEPOSITION MAY BE TAKEN. * * *
(2) With Leave. A party must obtain leave of court, and the court 
must grant leave to the extent consistent with Rule 26(b)(1) and 
(2):
(d) DURATION; SANCTION; MOTION TO TERMINATE OR LIMIT.
(1) Duration. Unless otherwise stipulated or ordered by the 
court, a deposition is limited to one day of 7 hours. The court 
must allow additional time consistent with Rule 26(b)(1) and (2) 
if needed to fairly examine the deponent or if the deponent, 
another person, or any other circumstance impedes or delays 
the examination. 24



Other Rules Impacted by Rule 26 

• Proportionality concepts in FRCP Rule 26(b) make their way 
into other revised rules as well. 

• Additional depositions are permitted with leave of court in 
Rules 30 and 31, but the court can consider proportionality 
factors from 26(b). 

• FRCP Rule 33 still limits interrogatories to 25, and additional 
interrogatories are permitted only to the extent consistent 
with the relevance and proportionality concepts in Rule 
26(b)(1) and (2). [Secosky, Griset & McCray, see also Carson & 
Allison, supra, at 64, Fulton v. Livingston Fin., LLC, No. C15-
0574JLR, 2016 WL 3976558 (W.D. Wash. July 25, 2016) and 
Lifeguard Licensing Corp. v. Kozak, No. 15 Civ. 8459 (LGS)(JCF), 
2016 WL 3144049 (S.D.N.Y. May 23, 2016).] 25



Rule 26, cont.

• What effect the amendments to Rule 26 will have on the discovery 
process remains to be seen. 

• Certainly the requirement that discovery must now be relevant to 
any party’s claim or defense, as opposed to merely being 
reasonably calculated to lead to the discovery of 
admissible evidence, appears to be an attempt to limit 
fishing expeditions by requiring a more narrow focus. 

• Whether this attempt is realized in practice, however, will only 
be determined after the courts have offered their interpretations on 
what, if any, practical distinction there is between the old language 
and the new. [Chris Jones, Changes to Federal Rules of Civil 
Procedure Effective December 1, 2015,  Risk Manager, July 24, 2015, 
http://sandsandersonriskmanager.com/2015/07/24/changes-to-
federal-rules-of-civil-procedure-effective-december-1-2015/, 
accessed 9/14/16.]

• NOTE:  Courts have already been applying the 2015 amendments, 
especially Rule 37.  26
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Rule 31

Rule 31 Depositions by Written Questions
(a) WHEN A DEPOSITION MAY BE TAKEN. * * *
(2) With Leave. A party must obtain leave of court, and the court 
must grant leave to the extent consistent with Rule 26(b)(1) and 
(2):
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Rule 33

Rule 33 Interrogatories to Parties
(a) IN GENERAL.
(1) Number.
Leave to serve additional interrogatories may be granted to the 
extent consistent with Rule 26(b)(1) and (2).

28



Rule 34

Rule 34 Producing Documents, Electronically Stored 
Information, and
Tangible Things, or Entering onto Land, for Inspection and 
Other Purposes
* * *
(b) PROCEDURE. * * *
(2) Responses and Objections. * * *
(A) Time to Respond. The party to whom the request is directed 
must respond in writing within 30 days after being served or —
if the request was delivered under Rule 26(d)(1)(B) — within 30 
days after the parties’ first Rule 26(f) conference. A shorter or 
longer time may be stipulated to under Rule 29 or be ordered by 
the court.
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Rule 34, cont. 

(B) Responding to Each Item. For each item or category, the 
response must either state that inspection and related activities 
will be permitted as requested or state with specificity the 
grounds for objecting to the request, including the reasons. The 
responding party may state that it will produce copies of 
documents or of electronically stored information instead of 
permitting inspection. The production must then be completed 
no later than the time for inspection specified in the request or 
another reasonable time specified in the response.
NOTE: Consider the need for specificity in social media requests 
and objections.  In other words, not the party’s entire Facebook 
page (or login credentials for it).  
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Rule 34, cont.

(C) Objections. An objection must state whether any responsive 
materials are being withheld on the basis of that objection. An 
objection to part of a request must specify the part and permit 
inspection of the rest. * * *
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Rule 34

• Rule 34 has been revised in ways that encourage cooperation and 
reduce the opportunity for dilatory tactics:

• Rule 34: Boilerplate objections are prohibited and objections must 
"state with specificity the grounds for objecting" and "whether any 
responsive materials are being withheld." 

• The Committee notes: "An objection may state that a request is 
overbroad, but . . . should state the scope that is not overbroad." 

• An objection that "states the limits that have controlled the search 
for responsive and relevant materials"—which might include the 
date range or the scope of sources or search terms used—"qualifies 
as a statement that the materials have been 'withheld.'" 

• Furthermore, this Rule includes a new provision that "[t]he 
production must then be completed no later than the time for 
inspection specified in the request or another reasonable time 
specified in the response." 

• This new provision appears to limit the parties' ability to engage in 
unconstrained rolling productions. [Wu, supra.] 32



Rule 37

Rule 37 Failure to Make Disclosures or to Cooperate in 
Discovery; Sanctions
(a) MOTION FOR AN ORDER COMPELLING DISCLOSURE OR 
DISCOVERY. * * *
(3) Specific Motions. * * *
(B) To Compel a Discovery Response. A party seeking discovery 
may move for an order compelling an answer, designation, 
production, or inspection. This motion may be made if: * * *
(iv) a party fails to produce documents or fails to respond that 
inspection will be permitted — or fails to permit inspection — as 
requested under Rule 34.
* * * * 33



Rule 37, cont.

(e) FAILURE TO PROVIDE PRESERVE ELECTRONICALLY STORED 
INFORMATION
Absent exceptional circumstances, a court may not impose 
sanctions under these rules on a party for failing to provide 
electronically stored information lost as a result of the routine, 
good faith operation of an electronic system. If electronically 
stored information that should have been preserved in the 
anticipation or conduct of litigation is lost because a party 
failed to take reasonable steps to preserve it, and it cannot be 
restored or replaced through additional discovery, the court:
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Rule 37, cont. 

(1) upon finding prejudice to another party from loss of the 
information, may order measures no greater than necessary to 
cure the prejudice; or
(2) only upon finding that the party acted with the intent to 
deprive another party of the information’s use in the litigation 
may:

(A) presume that the lost information was unfavorable 
to the party;
(B) instruct the jury that it may or must presume the 
information was unfavorable to the party; or
(C) dismiss the action or enter a default judgment.

35



Rule 37

• The amendments have a clear focus on the preservation and 
discovery of electronic information. 

• The duty to reserve this evidence arises as soon as litigation 
is reasonably anticipated, and Rule 37 vests courts with a large 
degree of discretion in how to cure the loss of information 
that has been accidentally or intentionally spoliated. 

• Because of this, it is extremely important for every 
organization to have measures in place to quickly and 
accurately identify those events that could lead to 
litigation, and to preserve all electronic information related to 
those events. [Jones, supra.]

NOTE:  This includes social media evidence from many sources 
and in many formats, which may be transitory in nature.  
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Rule 37, cont. 

• As explained by Secosky, Griset and McCray, “[c]hanges to 
Rule 37, pertaining to the preservation or loss of 
electronically-stored information, are also significant. 

• First, Rule 37(e) adopts a common law principle that a duty to 
preserve arises when litigation is “reasonably anticipated.” 

• Second, consequences for failing to preserve data are also 
better defined in the new Rules. Rule 37(e)(1) provides that 
the court, “upon finding prejudice to another party from loss 
of the information, may order measures no greater than 
necessary to cure the prejudice.” [Secosky, Griset & McCray, 
supra.]

NOTE: Likely there are many other sources where the social 
media evidence might be stored.  
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Rule 37, cont. 

• Under the new Rule, more serious sanctions for loss of ESI are only 
appropriate where the court finds a party intended to deprive the 
other party’s use of the ESI in litigation. 

• Only upon a finding of intent can the court impose sanctions of an 
adverse inference jury instruction, dismissal of the action, or default 
judgment. [Secosky, Griset & McCray, supra.]

• See also Jason R. Baron, IG and the New Rules:  How Do the New 
FRCP Amendments Affect Info Gov Best Practices, Legaltech News, 
December 7, 2015, 
http://www.legaltechnews.com/id=1202744155359/IG-And-The-
New-FRCP-Rules?slreturn=20160808104536, accessed 9/14/16.]

NOTE:  Important to work with clients to preserve social media 
evidence and be sure that the client will not alter, tamper with or 
destroy it.  38
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Rule 55

Rule 55. Default; Default Judgment
* * *
(c) Setting Aside a Default or a Default Judgment.
The court may set aside an entry of default for good cause, and 
it may set aside a final default judgment under Rule 60(b).
* * *
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Other Rules

• Rule 55(c) is amended to make plain the interplay between Rules 54(b), 
55(c), and 60(b). A default judgment that does not dispose of all of the 
claims among all parties is not a final judgment unless the court directs 
entry of final judgment under Rule 54(b). Until final judgment is 
entered, Rule 54(b) allows revision of the default judgment at any time. 
The demanding standards set by Rule 60(b) apply only in seeking relief 
from a final judgment.

• Rule 84 (abrogated) – Rule 84 was adopted when the Civil Rules were 
established in 1938 “to indicate, subject to the provisions of these rules, 
the simplicity and brevity of statement which the rules contemplate.” 
The purpose of providing illustrations for the rules, although useful 
when the rules were adopted, has been fulfilled. Accordingly, 
recognizing that there are many alternative sources for forms, including 
the website of the Administrative Office of the United States Courts, the 
websites of many district courts, and local law libraries that contain 
many commercially published forms, Rule 84 and the Appendix of Forms 
are no longer necessary and have been abrogated. The abrogation of 
Rule 84 does not alter existing pleading standards or otherwise change 
the requirements of Civil Rule 8. 40



Other Rules, cont.

• Appendix of forms (abrogated) – Abrogation of Rule 84 and 
the other official forms requires that former Forms 5 and 6 be 
directly incorporated into Rule 4. [2015-2016 Federal Rules of 
Civil Procedure Amendments Released, Federal Rules of Civil 
Procedure 2016 Edition, May 13, 2015, 
https://www.federalrulesofcivilprocedure.org/2015-2016-
federal-rules-of-civil-procedure-amendments-released/, 
accessed 9/14/16.]
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Rule 84 and Appendix of Forms

Rule 84. Forms
[Abrogated (Apr. ___, 2015, eff. Dec. 1, 2015.]
* * *
APPENDIX OF FORMS
[Abrogated (Apr. ___, 2015, eff. Dec. 1, 2015.]
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Insights on the 2015 FRCP Amendments

• An excellent explanation of why the Federal Rules of Civil Procedure 
(FRCP) were amended is provided by BakerHostetler: 
• These changes are in response to increasing costs and delays in federal 

litigation and are intended to compel clients and litigants to focus on the 
scope of discovery. 

• Taken together, they require thorough early case assessment and early and 
frequent discussions with the adversary. 

• Clients who are accustomed to higher fees when a case is in the throes of 
discovery might now see a bigger blip at the beginning, but the rules, when 
properly applied, could actually result in a lower discovery spending as the 
parties work things out instead of engaging in motion practice. 

• The goals of the amendments are to improve case management, to refine the 
concept of proportionality, to encourage party cooperation, and to provide 
uniform preservation and spoliation rules across the country. 

• Currently, the case law is quite varied by circuit, and even internally within a 
circuit. [December 2015 Changes to the Federal Rules of Civil Procedure: A 
BakerHostetler Q&A, Discovery Advocate, September 9, 2015, 
http://www.discoveryadvocate.com/2015/09/09/december-2015-changes-
to-the-federal-rules-of-civil-procedure-a-bakerhostetler-qa/, accessed 
9/14/16.]  43
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Insights on the 2015 FRCP Amendments

• In terms of the issues and challenges that clients will face now that 
the amendments to the rules are in effect and how lawyers should 
prepare, BakerHostetler provides the following helpful insights: 
• Both clients and counsel should be prepared to identify which 

sources of information and witnesses really matter to resolving 
disputes. We will need to work together to ensure that we are having 
the right conversations with each other and with our adversaries. 
Potential issues could arise as clients, counsel, and judges adapt to 
the new rules. There is ample opportunity for dispute.  

• Besides traditional commercial litigators, others who need to prepare 
include employment attorneys, patent prosecution attorneys, and 
bankruptcy attorneys, as the rules changes will affect all of those 
practices. Attorneys should study not just the additions and deletions 
to the rules, but also the committee notes, which give context to the 
changes.  [BakerHostetler, supra.]
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Competence in E-Discovery:  State Bar of 
California 
1. Initially assess e-discovery needs and issues, if any;
2. Implement/cause to implement appropriate ESI (Electronically 

Stored Information) preservation procedures;
3. Analyze and understand a client’s ESI systems and storage;
4. Advise the client on available options for collection and 

preservation of ESI;
5. Identify custodians of potentially relevant ESI;
6. Engage in competent and meaningful “meet and confer” with 

opposing counsel concerning an e-discovery plan;
7. Perform data searches;
8. Collect responsive ESI in a manner that preserves the integrity of 

that ESI; and
9. Produce responsive non-privileged ESI in a recognized and 

appropriate manner. [Sharon D. Nelson & John W. Simek, 
Competence in E-Discovery, Sensei Enterprises, Inc., 2016, 
https://senseient.com/articles/competence-e-discovery/, accessed 
9/14/16.] 
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Courts Are Already Applying the 
Amended Rules 
A search of the K&L Gates and Kroll Ontrack databases reveals a 
number of interesting cases from the first half of 2016 that specifically 
consider spoliation and sanctions and illustrate how courts have been 
applying the recently amended FRCP Rule 37(e).  Among these cases 
are:
• Fiteq Inc. v. Venture Corporation, 2016 WL 1701794 (N.D. Cal. Apr. 

28, 2016).
• Matthew Enterprise, Inc. v. Chrysler Group, LLC, 2016 WL 2957133 

(N.D. Cal. May 23, 2016).
• CAT3, LLC v. Black Lineage, Inc., 2016 WL 154116 (S.D.N.Y. Jan. 12, 

2016); and No. 14 Civ. 5511 (S.D.N.Y. Apr. 4, 2016).
• Nuvasive, Inc. v. Madsen Medical, Inc., 2016 WL 305096 (S.D. Cal. 

Jan. 26, 2016).
• Brown Jordan Int’l v. Carmicle, 2016 WL 815827 (S.D. Fla. Mar. 2, 

2016). 46



Courts Are Already Applying the 
Amended Rules, cont. 
• Rule 34, Motion to Compel:  Rowan v. Sunflower Elec. Power 

Corp., 2016 WL 3743102 (D. Kan. July 13, 2016).
• Sanctioning a party for NOT following the amended version of 

Rule 26(b)(1):  Fulton v. Livingston Fin., LLC 2016 WL 3976558 
(W.D. Wash. July 25, 2016). 

• Rule 26(b)(1):  Lifeguard Licensing Corp. v. Kozak, 2016 WL 
3144049 (S.D.N.Y. May 23, 2016). 

• See also Noteworthy Trends from Cases Decided Under the 
Recently Amended Federal Rules of Civil Procedure, JonesDay, 
September 2016, http://www.jonesday.com/noteworthy-
trends-from-cases-decided-under-the-recently-amended-
federal-rules-of-civil-procedure-09-06-2016/, accessed 
10/13/16. 
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Proposed Amendments to the FRCP

• Additional amendments to the FRCP have already been 
proposed. 

• Written comments are due by February 15, 2017.
• The proposed amendments concern:

• Rule 5.  Service and Filing Pleadings and Other Papers
• Rule 23.  Class actions
• Rule 62.  Stay of Proceedings to Enforce a Judgment
• Rule 65.1. Proceedings Against a Surety or Other Security 

Provider
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Excellent Resources for Electronic 
Discovery of All Types of Formats
• David R. Matthews, Electronically Stored Information:  The 

Complete Guide to Management, Understanding, Acquisition, 
Storage, Search, and Retrieval, 2nd ed. CRC Press, 2016.  

• Website of K&L Gates http://www.ediscoverylaw.com/ -
including a database of more than 2000 cases, access to 
federal, state, local and specialized court rules, resources, 
upcoming events and a blog which you can subscribe to.  

• Website of Kroll Ontrack https://www.krollontrack.com/ -
including a searchable database of cases 
(http://www.ediscovery.com/pulse/case-law/), publications, 
press releases and upcoming events.  

• Website of Sensei Enterprises, Inc. https://senseient.com/ -
including links to their articles, podcasts, blogs and videos.  
Subscribe to their article alert service. 49
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Important Provisions of the Federal 
Rules of Evidence (FRE) 
• FRE 502. Note that FRE 502 specifically addresses the attorney-client 

privilege and gives protection from inadvertent disclosure, similar to 
FRCP Rule 26(b)(5).  Rule 502(b) allows you to request the return of 
inadvertently produced privileged or work-product evidence if you 
took reasonable steps to prevent the error, noticed it quickly and 
responded promptly. However, it especially points to the need to 
have a solid e-discovery process, especially at the crucial review step 
– the last line of defense before the ESI is produced to the opposing 
party. [Matthews at 17.] 

• FRE 901. This rule requires that any evidence that will be admitted 
into court be authenticated.  As you might imagine, electronic 
evidence presents particular challenges in being able to prove the 
authenticity of the material (a big problem with social media). This is 
a scenario where excellent forensics capabilities will be needed. 
[Matthews at 17-18.]
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Important Provisions of the Federal 
Rules of Evidence (FRE), cont.
• FRE 802.  Called the Hearsay Rule, the author observes that there is 

a dynamic and ongoing discussion in the courts about how this rule 
should be applied to electronic evidence.  Of course, there are many 
exceptions to evidence that is claimed as inadmissible due to 
hearsay. As the author notes on page 19, electronic evidence by its 
very nature could nearly always be considered hearsay, so there are 
many cases where that evidence has been challenged and the courts 
have had to decide whether it is admissible under one of the 
exceptions to the hearsay rule. [Matthews at 18-19.]

• On page 50, Matthews lists three other federal rules that impact the 
way that federal jurisdictions treat electronic evidence:
• Electronic Communications Privacy Act (ECPA) of 1986 
• Stored Communications Act (1986) – part of ECPA – SCA impacts how 

to obtain social media as evidence
• Daubert ruling – which specifically discusses the criteria for expert 

witnesses (as well as scientific evidence)
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Amendments to the Federal Rules of 
Evidence (FRE)
• If approved, would become effective on December 1, 2017.
• Have implications for electronic discovery, including social media.
• Rule 803 Exceptions to the Rule Against Hearsay 
• Rule 803 currently lists 23 exceptions to the hearsay rule. 
• Remove (16) Statements in Ancient Documents

A statement in a document that is at least 20 years old and 
whose authenticity is established.
• Rationale:  This exception is based on a flawed premise that the 

contents of a document are reliable merely because a document is 
old.   Abuse of the ancient document exception is possible because 
unreliable electronic information could be easily accessible and 
would be admissible under the exception simply because it had 
been preserved electronically for 20 years.  [Jeffrey S. Sutton, 
Committee on Rules of Practice and Procedure of the Judicial 
Conference of the United States, August 14, 2015.] 52



Amendments to the Federal Rules of 
Evidence (FRE), cont. 
• Rule 902. Evidence That Is Self-Authenticating.  
• Add (13) Certified Records Generated by an Electronic Process 

or System
A record generated by an electronic process or system 

that produces an accurate result, as shown by a certification of a 
qualified person that complies with the certification 
requirements of Rule 902(11) or (12).  The proponent must also 
meet the notice requirements of Rule 902 (11). 
• Rationale:  Eliminates the expense and inconvenience of a trial 

witness. Provides a procedure under which the parties can 
determine in advance whether a real challenge to authenticity 
will be made and plan accordingly.  The opposing party 
remains free to object to the admissibility of the record on 
other grounds. [Sutton, supra.] 53



Amendments to the Federal Rules of 
Evidence (FRE), cont.
• Rule 902.  Evidence That Is Self-Authenticating
• Add (14) Certified Data Copied from an Electronic Device, 

Storage Medium, or File.
Data copied from an electronic device, storage medium, 

or file, if authenticated by a process or digital identification, as 
shown by certification of a qualified person that complies with 
the certification requirements of Rule 902(11) or (12).  The 
proponent also must meet the notice requirements of Rule 
902(11). 
• Rationale:  Eliminate the expense and inconvenience of a trial 

witness.  Data copied from electronic devices, storage media, 
and electronic files are ordinarily authenticated by “hash 
values.”  Thus, identical hash values for the original and copy 
reliably attest to the fact that they are exact duplicates.  54



PRESERVATION, SPOLIATION AND 
AUTHENTICATION OBSTACLES 
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Special Concerns with Social Media

• New technologies, services, apps, etc. begin developed every 
day.  

• Current technologies, services, apps, etc. evolve.
• Changes in Terms of Service. 
• Does it work the way it says it will ? (Snapchat’s claims that 

messages were not being saved, but there were ways around 
this?  FTC action) 

• New technologies, services, apps, etc. are purchased by larger 
companies. 

• Some services may shut down completely – like the 
announcement about Vine today.   
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Authentication

• There are a number of excellent sources for information on 
preservation, spoliation and authentication of social media as 
evidence.  

• A presentation on social media as evidence at the ABA Annual 
Meeting in 2013 provides a number of information about 
authentication:
• Authentication.  FRE 901 establishes the requirements for 

authentication or identification as a condition precedent to the 
admissibility of non-testimonial evidence.  FRE 901(b) gives 
examples of how authentication can be accomplished.  Generally, 
the proponent of the internet printout must provide testimony by 
live witness or affidavit that the printout is what it purports to be. 

• See In re Carrsow-Franklin, 456 B.R. 753, 756-57 (Bankr.D.S.C. 
2011) (noting that blogs are not self-authenticating and rejecting 
blog evidence due to failure to present authentication testimony). 57



Authentication

• These evidentiary rules do not appear to be consistently 
applied between the criminal and civil contexts.  

• Some state criminal courts appear to fail to apply or misapply 
the evidentiary rules. 

• For example, in Griffin v. State, 419 Md. 343, 19 A.3d 415 (Md. 
Ct. App. 2011), the court overturned conviction for felonies 
including second-degree murder because MySpace pages of 
defendant’s girlfriend on which there were threats (“snitches 
get stitches”) against a key witness lacked a proper foundation 
as they were not properly authenticated. 

• BUT:  Note Clark v. State, an Indiana criminal case (Indiana 
Supreme Court) where information from the defendant’s 
MySpace page allowed to be admitted even though 
challenged on a number of grounds.   58



Authentication

• In People v. Clevenstine, 68 A.D.3d 1448, 891 N.Y.S.2d 511 
(2009), the court held that MySpace messages were properly 
admitted in a rape case.  

• Defendant asserted that someone else accessed his account 
and posted the messages.  

• Both victims testified that they had engaged in MySpace
instant messaging with defendant about sexual activities, a 
police investigator retrieved the messages from the hard drive 
of the computer of the victims, and a MySpace employee 
testified that the messages had been between the victims and 
users of accounts created by the defendant.  

• The court applied New York case law on authentication 
without any reference to evidentiary rules. 
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Other Issues with Discovery of Social 
Media 
• Additional information is provided on identification of parties 

using social media, relevant, hearsay and unfair prejudice. [Id.
at 21-22.]  

• The authors also offer a number of helpful recommendations 
for the discovery of social media evidence.  

• Discovery requests/subpoenas for social media evidence 
should be drawn narrowly – with specificity. 

• NOTE:  This is especially important given the 2015 
amendments to the Federal Rules of Civil Procedure.

See Gary L. Beaver, Steven Brower, Amy Longo, Cecil A. Lynn, III, 
& Mark Romance, Social Media Evidence – How to Find It and 
How to Use It, ABA Annual Meeting, Aug. 8-12, 2013. 60



Other Issues with Discovery of Social 
Media 
• Tie your discovery requests to information already in hand 

that shows that the request is seeking evidence that likely 
exists and, therefore, is not a fishing expedition. 

• Compulsion efforts are better targeted at the users of social 
media, not at the social media providers.

• If you have evidence that the producing party has improperly 
withheld evidence, go to the court for sanctions and/or for 
more social media discovery.

• Consider closely who “owns” the social media link. You may 
have more than one potential discovery target.  

• In camera review by the court may be needed. 
• If the request is too broad, the court may limit it or deny it 

altogether. (Be sure to review the 2015 amendments to the 
Federal Rules of Civil Procedure.) [Id. at 15-19.]
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Other Sources for Guidance

• Nelson and Simek provide some excellent suggestions for dealing 
with social media as evidence, including preservation and 
authentication. 

• A recent article by Foster discusses the admissibility of social media 
evidence in federal courts. 
• Noting that the admissibility of social media evidence as increasingly 

become a highly litigated issue, Foster begins her article by 
explaining why merely accessing social media is not enough to 
authenticate is. [Id. at 13-14.]  

• She then describes why evidence from fake social media accounts 
may be admissible, citing U.S. v. Gaston (Instagram) and U.S. v. 
Meregildo (Facebook). [Id. at 14-15.]

• She discusses why caution is needed when thinking about whether to 
delete social media evidence, citing Gatto v. United Air Lines, Inc.
(Facebook). [Id. at 15-16.] 

• It is important to note that Gatto was decided in 2013, which pre-
dates the 2015 amendments to the Federal Rules of Civil Procedure. 62



Other Sources for Guidance, cont. 

• As Foster summarizes, 
• Because courts have different holdings regarding the authenticity 

and admission of social media evidence, attorneys must know 
their jurisdiction.  Moreover, proper authentication differs based 
on the purpose and context of the evidence being presented.  
Accordingly, careful consideration must be given to requirements 
needed to properly authenticate social media evidence before 
the trial.  The Federal Rules of Evidence provides some guidance 
on how to authenticate evidence.  Specifically, Federal Rules 
901(b) and 902 may be applied to social media evidence. [Id. at 
16.]

• Interestingly, amendments to the Federal Rules of Evidence, 
specifically Rules 803, Rule 902(13) and 902(14) are being 
considered and, if approved, would become effective on 
December 1, 2017. 63



Other Sources for Guidance, cont. 

• If you really want to understand each type of electronic evidence, 
how it is generated, by which software and devices, how to retrieve 
it and preserve it and how to uncover evidence that has been 
hidden or tampered with, please read Electronically Stored 
Information:  The Complete Guide to Management, Understanding, 
Acquisition, Storage, Search, and Retrieval, 2nd ed.  [David R. 
Matthews, Electronically Stored Information:  The Complete Guide to 
Management, Understanding, Acquisition, Storage, Search, and 
Retrieval, 2nd ed.  CRC Press, 2016.]  
• I use it as one of my textbooks in the semester-long course I teach on 

electronic discovery, which is part of the legal informatics certificate 
offered by the Indiana University School of Informatics and 
Computing at IUPUI.  

• You will enjoy the history of how each new technology developed, 
from analog to digital, the electronic discovery implications of this 
technology and the clear explanations for how computing 
programming works, down to the zeros and ones of binary computer 
code. 64



Other Sources for Guidance, cont. 

• Sara Anne Hook & Katherine Taht, Social Media and Electronic 
Discovery:  A Potential Source of Evidence in Bankruptcy 
Proceedings, NABTalk:  Journal of the National Association of 
Bankruptcy Trustees, vol. 27, no. 4, Winter 2011, pp. 24-29.

• International Legal Technology Association (ILTA).
• Access its free webinars, podcasts, white papers and other 

materials.  
• For example:

• Social Media and Mobile Device Data Collection and Defensibility 
(webinar) – http://connect.iltanet.org/viewdocument/07-26-16-
webinar-rec?_ga=1.165915198.1469280009.1476121881&ssopc=1

• TAR 2.0:  Predictive Coding Simplified -
http://connect.iltanet.org/viewdocument/09-28-16-webinar-
recording-tar-
2?_ga=1.161202877.1469280009.1476121881&ssopc=1 65
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Plan for Later Stages of E-Discovery as 
Part of Early Case Management
• Problems and solutions for electronic discovery.
• Requests and responses.
• Remember the metadata!
• Consider what tools and expertise are available. 
• Consider review and production as part of early case 

management.  
• How can technology assist?  For example, predictive 

coding/Technology-Assisted Review (TAR).
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Problems and Solutions for Electronic 
Discovery 
• A very thorough article about common problems with electronic discovery and 

suggested solutions is provided by Hernandez.  [Andres Hernandez, Common 
Problems With E-Discovery and Their Solutions, The Federal Lawyer, Sept. 2016, 
pp. 63-68.]  Among the issues that he highlights and provides recommendations 
for are:

• There’s just too much data – try starting with traditional Boolean searches
• Data is everywhere – and there are many ways to collect it
• Data collection:

• self-collection
• IT collection
• third-party collection 

• Not all data is created equal – many ways to sift through unstructured data
• What to do if you know exactly what you are looking for:

• metadata analysis
• textual analytics

• What to do if you are trying to fill in knowledge gaps:
• importance of using keywords intelligently
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Problems and Solutions for Electronic 
Discovery, cont. 
• What to do if you are still trying to understand your case:

• use concept-clustering
• use a word frequency hit count
• use TAR (Technology-Assisted Review) – almost becoming 

mandatory?
• Dealing with the expense of the process

• See his list of vendors offering cost-effective solutions, infra.
• Falling into the trap of “scope creep”
• Not starting the e-discovery process early enough
• E-discovery approached as a project

• the recommendation is to help clients set up better information 
governance programs (a potential practice-building opportunity 
for law firms?)

• When your analytics are not good enough
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Problems and Solutions for Electronic 
Discovery, cont. 
• Lack of convergence
• Unwillingness to work cooperatively with opposing parties and 

their lawyers
• Difficulty recovering the costs of e-discovery
• Laws are complex and constantly changing
• It is almost impossible to compare e-discovery providers
• Technological incompetence – see Rule 1.1 and article by 

Nelson and Simek, supra.  
• Data is sorely mismanaged – this often starts with parties 

themselves
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Remember the Metadata!

• Simply put, metadata is “data about data.”
• Unless otherwise specified, all ESI should be requested and 

produced in native format with metadata intact, which allows for 
the most robust review and analysis.  

• The duty to preserve includes the metadata associated with all files.   
• It is important to note that metadata is generated automatically by 

common software programs, often without the user even being 
aware of it.  

• Such potentially relevant information as the document’s author, 
date of creation, date of revisions, time spent on the document, etc. 
are easily determined without fancy digital forensics capabilities.  

• Using features such as Track Changes may also reveal information 
that should be kept confidential. 

• For example, by using the Info selection in Word, I can already see 
the following information about an early version of a chapter for a 
seminar manual that I was preparing earlier in the week.      71
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Remember the Metadata, cont.

• I can easily obtain additional information by selecting Show All 
Properties, found at the bottom right of the screen. 
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Remember the Metadata, cont.

• Then the Inspect Document tool may provide even more 
information that might be potentially relevant.  
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Remember the Metadata, cont. 

• In addition to Track Changes, it is very easy to compare various 
versions of a document side-by-side, including in Word using 
its Compare feature. 
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Remember the Metadata, cont. 

• An email message.

76



Remember the Metadata, cont. 
• And its Properties.
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Remember the Metadata!
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Remember the Metadata!
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Consider What Tools and Expertise Are 
Available
• Digital forensics professionals, such as Sensei Enterprises, Inc. -

https://senseient.com/services/digital-forensics/
• Electronic discovery vendors.  For example, Olson and O’Connor list 

the following options for small cases. [Bruce A. Olson and Tom 
O’Connor, Electronic Discovery for Small Cases:  Managing Digital 
Evidence and ESI, ABA, 2012.]
• SafeCopy, Harvester and SharePoint Collector – Pinpoint Labs, 

http://pinpointlabs.com/
• Quick View Plus – Avanstar, http://www.avantstar.com/quick-view-

plus-standard-edition#fndtn-overview
• dtSearch Desktop and dtSearch Publish – dtSearch, 

http://dtsearch.com/
• Digital WarRoom Pro – Digital WarRoom, 

http://www.digitalwarroom.com/products/digital-warroom-pro/
• Intella – Vound, https://www.vound-software.com/
• Lexbe Online – Lexbe, http://www.lexbe.com/
• Nextpoint Discovery Cloud and Trial Cloud – Nextpoint, 

http://www.nextpoint.com/
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Consider What Tools and Expertise Are 
Available, cont. 
• In addition to the vendors listed by Olson and O’Connor, 

Hernandez also recommends: [Hernandez, supra.]
• Acrobat Legal Edition – www.adobe.com
• CasePoint – www.legaldiscoveryllc.com
• Cicayda – www.cicayda.com
• CloudNine – www.cloudninediscovery.com
• CS Disco – www.csdisco.com
• Logikcull – www.logikcull.com
• Z-Discovery – www.zapproved.com
• Wind – www.windlegal.com

81

http://www.adobe.com/
http://www.legaldiscoveryllc.com/
http://www.cicayda.com/
http://www.cloudninediscovery.com/
http://www.csdisco.com/
http://www.logikcull.com/
http://www.zapproved.com/
http://www.windlegal.com/


Facebook, Twitter, LinkedIn and Tumblr

• Rhone v. Schneider Nat'l Carriers, Inc., 2016 U.S. Dist. LEXIS 53346 
(E.D. Mo. Apr. 21, 2016).
• (Facebook, motion to compel, social media, burdensome, overbroad)

• Thurmond v. Bowman, 2016 WL 1295957 (W.D.N.Y. Mar. 31, 2016).
• (Social media, relevance, spoliation)

• Keller v. National Farmers Union Property & Cas. Co., 2013 WL 27731 
(D. Mont. Jan. 2, 2013).
• (Motion to compel, production, social networking, social network, 

expectation of privacy)
• People v. Harris, 2011NY080152 (NY Crim. Ct. New York Co. June 30, 

2012).
• (Twitter, tweets, social media, Stored Communications Act, standing, 

third party respondent, motion to quash, subpoena, metadata, posts) 82



Facebook, Twitter, LinkedIn and Tumblr, 
cont. 
• Lemon Juice v. Twitter, Inc., No. 502898/14, 2014 WL 4287049 

(N.Y. Sup. Ct. Aug. 29, 2014).
• (Twitter subscriber information sufficient to identify the 

individual(s) who owned or operated particular Twitter account 
and logged into or "tweeted" on the account)

• Wilson v. Indiana No. 45A03-1409-CR-317, 2015 WL 1963860 
(Ind. Ct. App. Apr. 30, 2015). – NOTE:  Indiana case.
• (Twitter)

• Del Gallo v. City of New York, 997 N.Y.S.2d 98 (Table) (N.Y. Sup. 
Ct.2014).
• (Social media contents (e.g., LinkedIn))
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Emails (Work-Related and Personal)

• It is very clear that, absent some narrow exceptions, email 
messages are electronically stored information (ESI) that is 
discoverable and admissible in court.  

• Indeed, email messages were the heart of the evidence in the 
Zubulake v. UBS Warburg case, the very foundation of 
electronic discovery. 

• However, email as evidence continues to be the subject of 
dispute in many e-discovery cases, particularly when a party is 
using a personal device or a personal email.  

• The issue of emails sent via a private server and the blending 
of personal, work-related and even classified communications 
continues to haunt former Secretary of State Clinton’s 
campaign for President.
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Emails (Work-Related and Personal), 
cont. 
• H.R.3743 Securing Every Relevant and Vital Electronic Record Act of 

2015 or the SERVER Act, would prohibit:
• the Secretary of a cabinet-level executive department from maintaining a 

private email server to conduct official government business. The Inspector 
General of each such department shall ensure compliance with such 
prohibition. A Secretary who violates such prohibition is subject to a fine 
and/or prison term and shall forfeit his or her office and be disqualified from 
holding any U.S. government office. [Summary:  H.R. 3743, 114th Congress 
(2015-2016).]

• Congress and the administration continue to grapple with other issues 
related to email during 2015-2016. 
• The Email Privacy Act (H.R. 699 and S. 356) would change the framework for 

law enforcement access to email (and texts and other electronic content) 
housed with Internet service providers, like Google and Yahoo, and bring the 
statute in line with the Sixth Circuit’s opinion in United States v. Warshak, 631 
F.3d 266 (6th Cir. 2010), which requires the government to obtain a warrant to 
access emails, regardless of their age. [Bruce Moyer, You’ve Got Mail…and a 
Warrant for Its Disclosure, The Federal Lawyer 6-7 (Mar. 2016).] 90



Emails (Work-Related and Personal), 
cont. 
• A second bill is H.R.4709, the Unsubscribe From All Act of 

2016.  Per the Summary, 
• This bill amends the CAN-SPAM Act of 2003 to require 

commercial email messages to contain an "unsubscribe from all" 
option that recipients may select, with not more than one 
additional action required by the recipient, to send a reply 
requesting not to receive future emails from the sender. 

• A commercial email message must remain capable of receiving 
such unsubscribe replies for at least 30 days after the 
transmission of the original message. [Summary:  H.R. 4709, 114th

Congress (2015-2016).]
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Emails (Work-Related and Personal), 
cont. 
• Email continues to be a rich repository of potentially relevant 

evidence.  
• It is still the primary means of communication in many companies, 

non-profit organizations and government agencies.  
• However, the issues with email as ESI become even more 

complicated in an increasingly BYOD (Bring Your Own Device) 
environment, where employees are expected to be “on the clock” 
24/7 and to use their personal systems and devices to do this. 

• Nelson and Simek are especially blunt about the risks that 
employees pose in the workplace, especially in a BYOD environment, 
including the danger of compromising an electronic discovery 
process.

• Remember the metadata – as shown in previous slides!  92



Emails (Work-Related and Personal), 
cont.
• FiTeq Inc. v. Venture Corp., 2016 WL 1701794 (N.D. Cal. Apr. 28, 

2016).
• (Prejudice, Rule 37, spoliation, sanctions, emails)

• Sunderland v. Suffolk Cty., 2016 U.S. Dist. LEXIS 77212 (E.D.N.Y. June 
14, 2016).
• (Personal computer, Rule 26(b)(1), email, undue burden, relevance, 

documents)
• NOTE:  Personal computers and email accounts

• Mathew Enter. v. Chrysler Grp. LLC, No. 13-cv-04236-BLF, 2016 U.S. 
Dist. LEXIS 67561 (N.D. Cal. May 23, 2016).
• (Sanctions, spoliation, preservation, email, Rule 37(e))

• Matthew Enter. v. Chrysler Grp., 2015 WL 8482256 (N.D. Cal. Dec. 
10, 2015).
• (Motion to compel, personal email)
• NOTE:  Personal email accounts. 
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Emails (Work-Related and Personal), 
cont. 
• Brown Jordan Int’l, Inc. v. Carmicle, Nos. 0:14-CV-60629, 0:14-

CV-61415, 2016 WL 815827 (Mar. 2, 2016).
• (ESI, spoliation, personal device, emails, alteration of metadata)

• CAT3 LLC v. Black Lineage, Inc, No. 14 Civ. 5511 (AT) (JCF), 2016 
WL 154116 (S.D.N.Y. Jan. 12, 2016). 
• (Email)
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Video Surveillance (Private and Public)

• Abdulahi v. Wal-Mart Stores E., L.P., 76 F. Supp. 3d 1393 (N.D. 
Ga. Dec. 2014).
• (Video surveillance footage)

• Ballard v. Williams, No. 3:10-cv-01456, 2015 WL 179071 (M.D. 
Pa. Jan. 14, 2015).
• (Surveillance video)

• Bloom v. Toliver, No. 12-CV-169-JED-FHM, 2015 WL 5344360 
(N.D. Okla. Sept. 14, 2015).
• (Video surveillance footage and call recording)

• Amtrak v. Guy M. Turner, Inc., NO. 4:15-CV-68-BO, 2016 U.S. 
Dist. LEXIS 61073 (E.D.N.C. May 9, 2016).
• (ESI, Discovery, Relevance, Video Data, Rule 26(b)(1)) 97



Computerized Versions of Contracts and 
Other Documents
• One of the major reasons to request all electronically stored 

information (ESI) is in native format with the metadata intact.
• As opposed to a paper-based world, where only the final, 

signed version of a contract or other document would likely be 
available, in the electronic world, a multiplicity of drafts and 
versions might exist, all of which could go to who was involved 
in the process of preparing a document, what changes were 
made and when and how much time was spent. 

• The prevalence of using Track Changes, particularly with 
contracts, means that there will be a long list of revisions 
revealing important facets of a dispute, such as intent, 
chronology of events and timing, parties participating, etc. 

• It is very easy to compare various versions of a document side-
by-side, including in Word using its Compare feature.  98
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Contracts and Documents, cont. 

• Columbia Valley Reg'l Med. Ctr. v. Bannert, 112 S.W. 3d 193 
(Tex. App. 2003).
• (Word document) – older case, but still interesting

• Iridex Corp. v. Synergetics, Inc., 2007 WL 781254 (E.D. Mo. Mar 
12, 2007).
• (Email and draft expert reports)

• E.E.O.C. v. Forge Ind. Staffing, Inc., No. 1:14-mc-00090-SEB-
MJD, 2014 WL 6673574 (S.D. Ind. Nov. 24, 2014). 
• NOTE:  Indiana case.
• (Versions of employment application form used by staffing 

agency between January 1, 2012 and May 31, 2014, including all 
pages of and revisions to each form) 100



Text Messages and Voicemail 

• Bailey v. Scoutware, LLC, No. 12-10281, 2014 WL 1118372 (E.D. 
Mich. Mar. 21, 2014). 
• (Text messages and voicemail messages on cell phone of plaintiff's 

former co-worker).
• Cochran v. Caldera Med., Inc., No. 12-5109, 2014 WL 1608664 (E.D. 

Pa. Apr. 22, 2014). 
• (ESI, text messages, voicemail messages)

• Superior Performers Inc. v. Meaike, No. 1:13CV1149, 2015 WL 
471429 (M.D.N.C. Feb. 4, 2015).

(Voicemail)
• Nuvasive v. Madsen Med., 2016 WL 305096 (S.D. Cal. Jan. 26, 2016).

• (Fed. R. Civ. P. 37(e), text messages, spoliation, sanctions, adverse 
inferences)

• For another case on voicemail, see Margolis v. Dial Corp., infra.
• (Voicemail, instant messages, backup tapes)
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Chats and Instant Messages

• Ballai v. Kiewit Power Constructors, Co., No. 110166, 2015 WL 
423795 (Kan. Ct. App. Jan. 23, 2015).
• (Laptop; chat log)

• United States v. Shah, No. 5:13-CR-328-FL, 2015 WL 3605077 
(E.D.N.C. June 5, 2015).  
• (Gmail emails and chats)

• Day v. LSI Corp., No. CIV 11-186-TUC-CKJ, 2012 WL 6674434 
(D. Ariz. Dec. 20, 2012).
• (Emails, instant messages, miscellaneous ESI)

• Doe v. City of San Diego, No. 12-cv-0689-MMA (DHB), 2013 
WL 2338713 (S.D. Cal. May 28, 2013).
• (Cellular phone records, including content) 102



Chats and Instant Messages, cont. 

• Lakes Gas Co. v. Clark Oil Trading Co., 875 F. Supp. 2d 1289 (D. 
Kan. June 21, 2012). 
• (Email and/or instant messages)

• Margolis v. Dial Corp., No. 12-CV-0288-JLS (WVG), 2012 WL 
2588704 (S.D. Cal. July 3, 2012).
• (Voicemail, instant messages, backup tapes)
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YouTube and Vine

• Teller v. Dogge, No. 2:12-cv-00591-JCM-GWF, 2013 WL 5655984 (D. 
Nev. Oct. 16, 2013). 
• (Videos defendant posted to YouTube, instructional DVD and manual)

• People v. Torres, No. E052071, 2012 WL 1205808 (Cal. Ct. App. Apr. 
11, 2012).
• (YouTube video)

• Vine is described as “[t]he entertainment network where videos and 
personalities get really big, really fast. Download Vine to watch 
videos, remixes and trends before they blow up.” 
• Vine’s website includes its Terms of Service at https://vine.co/terms, 

its privacy policy at https://vine.co/privacy and its rules at 
https://vine.co/rules.  

• Additional information about Vine is available at 
http://help.vine.co/aboutvine.

• BUT:  Announcement just this morning that Twitter is shutting down 
Vine. 
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Instagram, Pinterest, Snapchat and 
WhatsApp
• For a case about Instagram, see Keller v. National Farmers Union 

Property & Cas. Co., supra).
• (Motion to compel, production, social networking, social network, 

expectation of privacy)
• Moulton v. Bane, No. 14-cv-265-JD, 2015 WL 7776892 (S.D.N.H. Dec. 

2, 2015).
• (Text messages (WhatsApp))

• For a thorough review of the electronic discovery issues with 
Snapchat, WhatsApp and other mobile messaging services, see Cori 
Faklaris & Sara Anne Hook, Oh, Snap!  The State of Electronic 
Discovery Amid the Rise of Snapchat, WhatsApp, Kik, and Other 
Mobile Messaging Apps, The Federal Lawyer, May 2016, pp. 64-75.

• Roof v. Newcastle Pub. Sch., 2016 U.S. Dist. LEXIS 14886 (W.D. Okla., 
Feb. 8, 2016).
• (Snapchat)

• See also U.S. v. Gaston (Instagram), supra 107
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Wearable Devices and the Internet of 
Things
• For information on the Internet of Things as a source of 

evidence, see Sharon D. Nelson & John W. Simek, The Internet 
of Everything:  What It Means for Lawyers, Sensei Enterprises, 
Inc., 2014, https://senseient.com/articles/the-internet-of-
everything-what-it-means-for-lawyers/, accessed 9/14/16.

• For information on fitness trackers and wearable devices as 
sources of evidence, see
• Marilyn Odehdahl, Fitness Trackers Add to Flood of Digital 

Evidence in Court, The Indiana Lawyer, Aug. 10, 2016.
• Nicole Chauriye, Wearable Devices as Admissible Evidence:  

Technology is Killing Our Opportunity to Lie, 24 Catholic University 
Journal of Law and Technology 495 (2016). 

• Vishakha Kumari & Sara Anne Hook, The Privacy, Security and 
Discoverability of Data on Wearable Health Devices:  Fitness or 
Folly? (proposal submitted to HCI International 2017) 

112

https://senseient.com/articles/the-internet-of-everything-what-it-means-for-lawyers/


Handling Objections to Requests to 
Produce
• As indicated by Secosky, Griset and McCray, 

• Drafting a Rule 37 Motion to Compel Disclosure or Discovery Rule 34 
adds a requirement that a response to a document request must 
state with specificity the grounds for objecting to the request, 
banning the previous practice of “boilerplate” objections. Rule 
34(b)(2)(C) also requires that objections must state “whether 
responsive documents are being withheld on the basis of the 
objection.” 

• While this requirement may be difficult to comply with when broad 
requests are propounded, and particularly requests that implicate 
large volumes of e-discovery, the notes to the Rule offer some relief. 

• The notes indicate that “[a]n objection that states the limits that 
have controlled the search for responsive and relevant materials 
qualifies as a statement that the materials have been ‘withheld.’” 
[Secosky, Griset & McCray, see also Carson & Allison, supra, at 64., 
and Rowan v. Sunflower Elec. Power Corp., No. 15-cv-9227-JWL-TJJ, 
2016 WL 3743102 (D. Kan. July 13, 2016).]
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Requests and Responses 

• Consider the sheer volume of potentially relevant ESI that may 
need to be handled, but also the multiplicity of types of and 
sources of ESI.

• Using K&L Gates and Kroll Ontrack databases, try to find case 
summaries for each type and source of ESI.

• As a new type or source of ESI presents itself, read everything 
you can about it. 

• If you really want to understand each type of electronic 
evidence, how it is generated, by which software and devices, 
how to retrieve it and preserve it and how to uncover 
evidence that has been hidden or tampered with, please read 
Electronically Stored Information:  The Complete Guide to 
Management, Understanding, Acquisition, Storage, Search, 
and Retrieval, 2nd ed., by Matthews, supra.  114



Requests and Responses, cont. 

• As covered previously, here are some potential types of ESI 
that might be requested, nearly all of it discoverable and 
admissible, absent other doctrine/rules to the contrary:
• Facebook, Twitter, LinkedIn and Tumblr 
• Emails (Work-Related and Personal) – even more complicated in 

the world of BYOD (Bring Your Own Device)
• Video Surveillance (Private and Public)
• Computerized Versions of Contacts and Other Documents
• Text Messages and Voicemail 
• Chats and Instant Messages
• YouTube and Vine
• Instagram, Pinterest, Snapchat and WhatsApp
• Wearable Devices and the Internet of Things
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Requests and Responses, cont. 

• Many clients – and even their lawyers – would be shocked to 
learn about all of the ways that potentially relevant evidence 
is being generated by daily activities and use of devices, often 
without being aware of it.  

• The Internet of Things, such as wearable devices and 
Smarthouse technology, is going to provide a rich repository of 
information about people’s whereabouts and habits.  

• Social media is perhaps one of the most fruitful kind of 
evidence to pursue, because of its spontaneity, its informality, 
its near permanence, and how easy it is to gather.  Moreover, 
most courts have said that what is posted on social media is 
nearly always discoverable and admissible.  
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Consider Review and Production as Part 
of Early Case Management
• In the specified formats with metadata intact.
• In some ways, the review step is the most risky.
• Review step is the last line of defense before production.  
• Danger of waiving the attorney-client privilege, attorney work-

product or other confidentiality doctrine.
• Real, live human review is best. 
• Know jurisdiction’s rules about waiver.
• Negotiate claw-back agreement as part of “meet and confer” 

conference.
• Reduced time periods for e-discovery process under 2015 

amendments to the FRCP add to the risks.  
• Technology-Assisted Review (TAR) tools are getting better.   
• As indicated by, Secosky, Griset & McCray, the scheduling order may 

include Federal Rule of Evidence 502 agreements, which further the 
Courts’ encouragement of non-waiver and claw-back agreements to 
facilitate discovery. [Secosky, Griset & McCray, supra.] 117



What is Predictive Coding? 

• Predictive coding is the use of keyword search, filtering and sampling to 
automate portions of an e-discovery process, especially the review 
stage.  

• The goal of predictive coding is to reduce the number of irrelevant and 
non-responsive ESI that needs to be reviewed manually.

• May also be called – or part of – Technology-Assisted Review (TAR) 
• A faulty and incomplete e-discovery process, particularly during the 

review stage, can result in sanctions and waive the attorney-client 
privilege or other confidentiality doctrine. 

• Such failures, especially for breaches in confidentiality, can result in 
disciplinary action being taken against the lawyer by the state or states 
where he/she is licensed.

• Predictive coding systems can assist with the overall e-discovery 
process, leaving the humans to concentrate on reviewing the remaining 
set of ESI before it is produced to the opposing party.  

• “[r]esearch shows that human review is far from perfect.” Dynamo 
Holdings Ltd. P’ship v. Comm’r of Internal Revenue, WL 4204067 (T.C. July 
13, 2016). 
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Common Tools in Predictive Coding

• Concept searching 
• Contextual searching
• Metadata searching (ESI must usually be produced in 

native format with the metadata intact)
• Relevance probability and ranking
• Clustering
• Sorting ESI by issues 
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Status of Predictive Coding

• Initially, predictive coding/TAR tools were looked at with 
considerable suspicion, even though information retrieval, 
indexing, machine learning and data analytics had been used 
in other disciplines for many years.  

• The reticence to use these types of systems has faded, as 
illustrated by a long line of cases, starting with the strong 
support of computer-assisted review articulated in Da Silva 
Moore v. Publicis Groupe, described as the first published 
opinion recognizing TAR as “an acceptable way to search for 
relevant ESI in appropriate cases.”

• Summaries of recent cases about predictive coding/TAR can 
be found in The Sedona Conference’s new publication, TAR 
Case Law Primer.

• Cases indicate that judge’s will likely approve a party’s request 
to use predictive coding, absent some compelling objection. 120



How is Predictive Coding Used in 
Litigation? 
• Early case assessment
• Reviewing client ESI before production

• Prioritizing pre-production review
• Sorting ESI by potential privilege
• Quality control – comparing human review with predictive 

coding results 
• Reviewing production from the opposing party 
• Other stages of litigation, such as preparing for 

depositions, responding to summary judgment motions 
and working with expert witnesses
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Status of Predictive Coding

• “Overall, although the practice of predictive coding is still 
in its infancy, the number of courts addressing the issue 
is clearly on the rise.  Courts seem to be moving towards 
permitting, but not requiring, this technology.  Litigants 
that take reasonable positions and strive to work through 
their disputes with their opponents will typically be much 
better positioned to prevail in a predictive coding 
dispute.” (Wallis M. Hampton, Predictive Coding:  It’s 
Here to Stay. E-Discovery Bulletin, June/July 2014, 
https://www.skadden.com/sites/default/files/publications/
LIT_JuneJuly14_EDiscoveryBulletin.pdf, accessed 
10/10/16.)

• The support for predictive coding has increased in the 
past two years since this article was published.  122
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System Architecture for Dhivya’s
Prototype
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User Interface 
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Analysis Results 
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Analysis Results, cont. 
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Analysis Results, cont. 
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Analysis Results, cont.
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Helpful to Review the 2015 
Amendments to the FRCP 
• As explained by Secosky, Griset and McCray, “[c]hanges to 

Rule 37, pertaining to the preservation or loss of 
electronically-stored information, are also significant. 
• First, Rule 37(e) adopts a common law principle that a duty to 

preserve arises when litigation is “reasonably anticipated.” 
• Because of this duty, it is extremely important for every 

organization to have measures in place to quickly and accurately 
identify those events that could lead to litigation, and to preserve 
all electronic information related to those events. [Jones, supra.]

• Second, consequences for failing to preserve data are also better 
defined in the new Rules. Rule 37(e)(1) provides that the court, 
“upon finding prejudice to another party from loss of the 
information, may order measures no greater than necessary to 
cure the prejudice.” [Secosky, Griset & McCray, supra.]
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Any Questions? 

• Thank you for attending today’s 
seminar! 

• Contact: 
Sara Anne Hook, M.B.A., J.D.
317-278-7690
sahook@iupui.edu
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